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1

General Description of the Prototype

This deliverable is the outcome of the second iteration of Task 4.2 "T4.2 Mobile
clients". This second iteration has focused on finalizing the construction of a generic
wallet that facilitates the creation of decentralized applications (Dapp) through the
use of Blockchain (BC) technology.
As part of the solution, Smart Contracts (SC) will take advantage of a cryptocurrency
that has been created (ERC20) to solve the needs for micropayments as established
in the requirements document (D2.2).
The ultimate objective of the developed software is to provide training to any service
provider in using BC technology easily and safely.
The benefits that a tool such as this one can provide are the transparency and
confidence that BC technology brings to conglomerates of companies (B2B),
between companies and their clients (B2C) or between clients (C2C).
The application has been built on top of the Blockchain technology chosen by the
consortium (Ethereum technology), and has been deployed on a network hosted by
the Spanish business consortium Alastria (with more than 200 companies) whose
objective is to create a BC business environment in which secure businesses can be
developed under a specific legal framework.
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2

Solution Description

The solution consists of an application for mobile devices that allows interaction
with distributed applications that are hosted in the Blockchain. A distributed
application (Dapp) is basically a contract or a set of contracts that operate
autonomously within the BC without needing an external system (middleware or
similar). The distributed nature of this technology allows us to access
functionalities/services offered by Dapps from any node of the blockchain without
having a single point of interaction as in traditional systems.
The prototype consists of four different parts that constitute a complete and fully
operational solution:
● Mobile Application: iOS and Android mobile application that operates directly
against the BC and performs the transaction signing tasks. The signature of
transactions in the device allows us to avoid middlewares that would put in
doubt security in a decentralized system.
● Smart contracts: The business logic of the application has been developed in
SC deployed on the Alastria BC. These SCs regulate the flow of
cryptocurrencies and protect the data so that it is not updated by someone
other than the legitimate owner.
● CLI tool: A command line interface to interact with SC from the point of view
of service providers has been built that makes easy the operation of the whole
system.
● Service demonstrator: In order to have a complete demonstration cycle, a
small demonstrator has been developed that allows performing end user
actions (handshake, purchase, allow and tip).
● Helper API: In order to simplify the integration of third-party systems, an API
has been built to check the property rights of assets belonging to a user.

2.1 Mobile Application
Bloomen Wallet is an application for smartphones that offers the possibility for the
end user to interact with the data associated with them within the BC.
The idea of offering the service to the largest possible number of users has led us to
use a technology that allows us to generate applications for iOS and Android mobile
devices, web and desktop.
The Bloomen Wallet incorporates six different themes to allow the service providers
to differentiate between them and fit the app as much as possible to their brand
image. These themes can be seen in "Figure 2.1.1".
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Figure 2.1.1 Blomen wallet themes.

An end user of the Bloomen Wallet will be able to discover and use services offered
by different owners of the Dapps, as well as being able to see at all times data
registered under their anonymous profile created within BC.
Anonymity is a key element in this application since it is not necessary to carry out
any enrollment process with the service provider, and offered goods can be
consumed by simply identifying ourselves with the intrinsic private keys of the BC
technology.
2.2

Smart contracts

The SC ecosystem that builds the logic on which different service providers can
develop their businesses is organized into different elements that each give a
specific solution. We can see a logical diagram of the Smart Contracts involved in
the functionalities presented by the Bloomen wallet in "Figure 2.2.1".

Figure 2.2.1 Smart contract model
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Contracts have been developed in Solidity (a specific language of the
Ethereum/Quorum technology) and public libraries maintained by the Solidity open
source community have been used to give more transparency to the implemented
logic.
One of the important points in contract development is the ability to limit access to
certain functionalities according to a specific role, in order to protect the system.
Under this premise contracts use an Ownership pattern (openzeppelin-solidity) that
allows protecting the invocation of methods that can change the state of the BC.
2.2.1 Bloomen Dapp inventory
The application inventory is a common repository for all applications that allows
locating and interacting with the different Dapps created for the Bloomen wallet.
This inventory allows you to mark as mandatory some Dapp that will always appear
in the Bloomen users app.
2.2.2 Bloomen Cryptocurrency
The Bloomen wallet uses an ecosystem of contracts to implement the
cryptocurrency used in pilots. This ecosystem of contracts is documented in the
deliverable "D3.3 Blockchain transactions and payment basic services - 3rd cycle"
within the section corresponding to "DEMO5 - Bloomen Token".
2.2.3 Prepaid cards
In order to offer payment services that can be operated from the Bloomen Wallet, a
token acquisition system based on prepaid cards has been designed.
These cards offer the possibility of developing different types of businesses and
collaboration opportunities between different partners within the service distribution
chain.
We can observe a very basic case of card distribution in "Figure 2.2.3.1" where we
would present a scenario with a service provider, a card retailer and an end user who
wants to consume assets or services from different dapps within Bloomen
ecosystem.
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Figure 2.2.3.1 Abstraction of the acquire tokens process

In this basic scenario we have three different user types that are involved in the
business scenario:
● Service Provider, entity or person owner of the dapp that offers different
services to final consumers.
● Service Broker, seller of the cards that has direct contact with end users and
is the first recipient of the real money.
● Service Consumer, end user who wants to consume services that can be
acquired through the Bloomen Wallet.
A Service Provider will register prepaid cards that represent a certain number of
tokens within the BC. These tokens will be stored by the SC that will maintain an
inventory of these cards and manage their life cycle from beginning to end.
Card Creation is done with an invocation to the "addCard" contract method as shown
in "Figure 2.2.3.2" that will generate a Blockchain internal call to the "mint" method
that generates the tokens associated with the card.
The "mint" command is responsible for token creation within the system. By invoking
this command we increase the total amount of tokens available within the system
and this allows us to regulate the total amount according to the needs.
For obvious reasons, this method is restricted to the contract (ERC20) owner (or
allowed administrator). The reverse step ("burn") allows destroying tokens when
necessary.
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In some way the "mint" process could be understood as a real asset conversion to
cryptocurrency (digitization of assets) and "burn" as the reverse step. In our scenario,
the Service Provider digitizes the access to its services as tokens (BloomenCoins)
and then can destroy these by transforming them into real money (or similar).

Figure 2.2.3.2 Register prepaid card

Next step in the life cycle of a prepaid card starts when the end user "Customer"
wants to acquire tokens to be able to use within the app.
In "Figure 2.2.3.3" we can see how a Customer acquires a card when exchanging it
for real money with the Service Broker. Once the transaction is completed it will
modify the status of the prepaid card, so that it can be redeemed. This activation
action will record in the ledger an event that will allow the Service provider to track
the issued cards and create a flow of real money from the BC between customer and
the retailer.
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Figure 2.2.3.3 Validate prepaid card

The last step to finish the prepaid card life cycle is performed by the end user who
will send a redeem transaction with the Bloomen Wallet. This action removes
prepaid cards from inventory and makes a transfer of points from the contract to the
user's account “Figure 2.2.3.4”.

Figure 2.2.3.4 Redeem prepaid card
Page 10 / 66

D4.4 Bloomen mobile clients - 2nd cycle

2.2.4 Assets
The asset purchase process is managed by a specific smart contract that receives
payment (in tokens) and records the transaction within BC. In this same transaction,
the contract distributes the received tokens according to configurable distribution
rules (these distribution rules are called Schemes).
A Scheme is an abstraction of a payment model associated with an owner of a Dapp.
It defines the amount of tokens needed to acquire an asset with this scheme. The
distribution of the payment between the different producers related to an asset is
made in the "clearing house" phase at the time of purchase (No intermediators
needed) “Figure 2.2.4.1”.

Figure 2.2.4.1 Abstraction of payment distribution process

There are certain limitations associated with payment according to schemes
because we must define a fixed price for a payment scheme and buy assets
according to this single price. However, we can have as many schemes as we need
to store the full range of prices and configurations of a desired token distribution.
The reason for using schemes instead of storing the amount of assets that can be
offered is the storage cost on Blockchain systems, and the need to look for new
business models considering the specific Blockchain technology constraints.
2.2.5 Devices
At this point we have an identity stored in the Bloomen Wallet and we need to access
the content that has been acquired from a device that does not know this identity. In
order to give a solution to this problem, we have designed a system to authorize
access to content from a device not linked to the user.
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In practice, this contract will be storing a list of devices that the user has authorized
to access an asset.
The authorization flow will be initiated by the end user (Customer) who wishes to use
content owned by them from a particular device. As it can be seen in "Figure 2.2.5.1",
the device responds to request with an identifier from request access for device (e.g.
an iPhone 7 wants to access to "Example video").
The next action the user takes is to capture this identifier and register the access
consent for that device.
Finally, the device can access the ledger and check if access has been authorized to
proceed with the appropriate action for the content that is going to be consumed.

Figure 2.2.5.1 Device handshake process
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To fulfill the requirements of the WebTV pilot, the functionality of performing a global
handshake has been added that allows authorizing at one time access to all user
assets for a specific device. This new functionality allows creating a persistent user
session between a device and a user, improving the usability of development.
2.3

CLI tool

In order to create the different Dapps and interact with the different Smart Contracts
deployed, a simple command line tool has been built.
This tool allows you to carry out transactions and interact with contracts assuming
different roles (user, service provider, seller ...) according to the specific needs of
each operation.
2.4

Service demonstrator

The prototype incorporates an alternative demo utility to bloomen-wallet-cli that
allows the end user to perform most common final user actions, such as asset
purchase, tips and authorization to a device.
This demonstrator offers the possibility of showing all the implemented
functionalities and validating the correct operation of the integrations made by third
parties.
2.5

Helper API

In order to facilitate the integration of external systems in the Bloomen Wallet
ecosystem, a simple query API has been created that allows interaction with the
Blockchain in read-only mode and avoids the problems associated with direct
interaction with the ethereum RPC API.
This API can be used both as an implementation example and in a query module for
access permissions to resources from a generated handshake key.

Figure 2.5.1 Helper API Swagger
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3

Prototype Architecture

The basic architecture of the app can be seen in "Figure 3.1" where we observe from
a conceptual point of view the technical elements used for the development.

Figure 3.1 Blomen wallet architecture.

The Bloomen Wallet is a mobile application built on hybrid technology that allows
developing on JS / HTML5 technologies and deploying the same application for the
main mobile device operating systems.
“Figure 3.2” describes the architecture of the demonstrator. The decentralized nature
of the technology simplifies the system architecture, because the different clients
operate directly against the BC that stores transactions in blocks automatically
without intermediate systems.

Figure 3.2. The demonstrator's architecture.
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The Bloomen Wallet is prepared to connect with different providers of access to the
Blockchain and in this way I will offer a totally decentralized service where the user is
the owner of their data “Figure 3.3”.

Figure 3.3. Final user with different Blockchain providers
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4

Package Information & Installation Instructions

In this chapter all the package information and installation instructions of the
demonstrator are described. First, a detailed analysis of all technical elements is
given and, afterwards, an installation tutorial is described step by step.
The source code of this deliverable can be found on github (bloomenio/bloomenwallet). Additionally, a download page for the app and a website for the
demonstrator have been generated in order to facilitate the use of this demo:





Source code: https://github.com/bloomenio/bloomen-wallet
Android download Page:
https://play.google.com/store/apps/details?id=com.tempos21.bloomen
Apple download Page:
https://apps.apple.com/es/app/bloomenapp/id1466634808?l=en
Web demonstrator: https://0x.wlilab.eu/bloo-demo/#/home
4.1 Package Information
4.1.1 Mobile Application

The project has been built on Angular and updated to the latest version of Angular 9,
and uses Cordova to generate native apps for iOS and Android platforms.
References:
 Angular 9: https://angular.io/guide/releases
https://angular.io/guide/updating-to-version-9
 Cordova:
https://cordova.apache.org/docs/en/3.0.0/guide/overview/index.html
4.1.2 Smart contracts
We have taken advantage of the Truffle development framework for the Smart
Contracts (SC) used by the application, allowing us to build and deploy the SC
ecosystem in Blockchain.
References:
 Truffle: https://truffleframework.com/truffle
4.1.3 CLI tool
The command-line tool is a very early prototype of a distributed application
management console and is developed on Node (v10). The interaction module is
built with Inquirer, and Truffle technology has been used for communication with the
Blockchain.
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References:
 Node: https://nodejs.org/es/
 Inquirer: https://github.com/SBoudrias/Inquirer.js/
4.1.4 Service demonstrator
The service demonstrator is a web page built with Angular 8 that uses the same
technology as the app (4.1.1).
4.1.5 Helper API
The helper API has been developed with node technology and using the Nestjs
framework. The module offers a simple REST API and a SWAGGER console to
interact with services without client software.
References:
 Node: https://nodejs.org/es/
 Nestjs: https://nestjs.com/
4.2 Installation Tutorial
The different modules use technology and standard best practices in the
construction of web applications with Angular and Node.
4.2.1 Required tools
In the following list there are the recommended tools for construction of a new
version:








At least 4GB of memory.
Ubuntu Linux 18.04 LTS (64-bit) as operating system.
Docker Engine of version 18.06 or higher.
Node.js of version 10.x.
npm of version v6.x.
git of version 2.9.x or higher
Alastria node running.
4.2.2 Deploy Smart Contracts

1. Go to project folder and create a configuration file .env following template
.env.example:
cp .env.example .env && vi .env

2. Install dependencies :
npm install
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3. Launch development task in order to deploy on blockchain (ethereum) new
version of contracts:
npm start development

4. Launch export task to copy build contracts to app & cli projects.
npm start export

4.2.3 Build Bloomen Wallet CLI tool
1. Go to project folder and create a configuration file .env following template
.env.example:
cp .env.example .env && vi .env

2. Install dependencies (If you prefer to use docker jump to point 4):
npm install

3. Launch development server, and open localhost:4200 in your browser:
npm start

4.2.4 Build Bloomen Wallet Mobile Application
Go to project folder and install dependencies:
npm install

Launch development server, and open localhost:4200 in your browser:
npm start

4.2.5 Build Bloomen Service demonstrator
Same instructions as in 4.2.4.
4.2.6 Configure and Run Demonstrator
1. We generate new versions of contracts and deploy them in Blockchain.
2. We need to export compiled contracts to app and cli projects.
3. We configure the basic data for the contracts deployed:
a. We create new apps within the data folder of project bloomen-wallet-cli
(the simplest is to copy one of existing ones in repository)
b. We created a new DAPP with this new file using the cli tool.
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c. If we wish, we can add this new DAPP to contracts that are
downloaded by all apps without having to be manually incorporated by
the user.
d. If we want to have some payment scheme we have to create one with a
configuration similar to this one:
➢
➢
➢

scheme Identificator : '2'
amount: '100'
clearingHouseRules:
➢ [ percent: '50', receptor: '0xC3D47824ddBd528fCa680Bc56fFdf7036B3E60Fb',
description: 'distributor' ]
➢ [percent:
'20',
receptor:
'0xAE474b24632289FA7844B351f8d1e045b2461d35',
description: 'service' ]
➢ [percent:'30',
receptor:
'0x933892ae13417Ca965CEB29b40D52E10E0f21Bb7',
description: 'tax' ]

4. At this point we have an already operational system.
4.2.7 Build Bloomen Helper API
Go to project folder and install dependencies:
npm install

Launch development server, and open http://localhost:3000/api/docs in your browser:
npm start

4.3 Publish apps on stores
The Bloomen Wallet is a mobile application for Android and iOS that can be
downloaded from the official stores of each manufacturer. This section of the
document describes the publishing process on each platform and the interactions
with the review team to approve the final publication.
4.3.1 Google play store
Publishing applications in the Google play store is very simple. The Google developer
console allow you to manage your applications and their versions on this url
(https://developer.android.com/distribute/console?hl=en).

Figure 4.3.1.1 Google play console
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To create a new version we have to start the process from the console and add the
binary generated in the development environment. Once the version is generated,
Google offers the possibility of deploying this new release in test mode (controlled)
or directly to production with direct download in the users' terminals.

Figure 4.3.1.2 Google play badge

Our users can download the application by clicking on the badges sent in the
enrollment emails or by searching directly in the Google play store with
“bloomenapp”.
The app review process by Google is very light and we have had no interaction with
the review team for approval.
4.3.2 Apple app Store
The application deployment process in the apple store is a little different and
requires the use of Apple's own development environment (XCode) and follows a
validation process of different phases.
From the Apple development tool we compile and upload the new version to the
management portal that offers us the possibility of deploying the app in test mode
using Testflight or creating a version for publication in the store.

Figure 4.3.2.1 App Store badge

Once the app is deployed in the app store, our users can download the app through
the badge provided in the enrollment email or by searching for the app in the official
Apple store under the term “bloomenapp”.
The review process for Apple is more exhaustive than on other platforms and during
the publication of the Bloomen Wallet we have had to interact with the review teams
to clarify certain relevant points. Below we show some of the most relevant
questions asked to validate the application and allow its publication in the Apple
store.
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Review Questions for version 2.1.1:
To help us proceed with the review of your app, please review the following questions
and provide as much detailed information as you can.
●
●
●
●
●
●
●
●
●
●
●
●
●

Does your app access any paid content or services?
What are the paid content or services, and what are the costs?
Do individual customers pay for the content or services?
If no, does a company or organization pay for the content or services?
Where do they pay, and what's the payment method?
If users create an account to use your app, are there fees involved?
How do users obtain an account?
What is the purpose of app?
Who is your targeted audience?
How the users obtain QR codes?
What is the purpose of QR codes?
Do users pay from QR codes?
What content unlocks the QR codes?

Bloomen answers for version 2.1.1:
This application is part of a set of tools developed within an R&D project funded by the
European Union (http://bloomen.io) whose main objective is to design and build
utilities that facilitate the use of blockchain technologies.
The main use case of BloomenApp is access to audiovisual restricted content
anonymously (http://bloomen.io/video/).
End users can access his data stored in the blockchain with the BloomenApp or other
tools developed within the project (Chrome extension, desktop application ...).
BloomenApp interacts directly with the Blockchain through permissioned nodes that
belong to the Alastria Blockchain network in which the different project partners
participate.
Answer to the questions:
Q: Does your app access any paid content or services?
A: No, the application only records the transfer of assets between existing accounts in
the blockchain network. Access to the content is controlled by the owner of the
content that allows or not to access them if the end user has registered their intention
to access.
Q: What are the paid content or services, and what are the costs?
A: The app does not offer specific content since it is a tool to facilitate access to
restricted content anonymously. There is no closed product catalog.
Q: Do individual customers pay for the content or services?
A: To access the contents, the user has to make a transfer of tokens to register their
intention to access them. But BloomenApp is not the only way to perform this activity
anonymously inside the project.
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Q: If no, does a company or organization pay for the content or services?
A: Consortium members have agreed to generate tokens and distribute them for free
to end users.
Q: Where do they pay, and what's the payment method?
A: There is no fiat money payment process, only token transfer between the different
identities registered in the blockchain.
Q: If users create an account to use your app, are there fees involved?
A: No, the use of the application is completely free and the source is in github under
MIT license.
Q: How do users obtain an account?
A: Users generate an identity autonomously (without the need to involve third parties)
from BloomenApp or other project tools. The anonymity of the end user is one of the
main objectives of the project.
Q: What is the purpose of the app?
A: Our goal is to explore the use of Blockchain for different media transactions and
develop concepts related to creative content items, distribution, personalisation,
monetisation and copyright management.
Q: Who is your targeted audience?
A: not defined
Q: How do users obtain QR codes?
A: Users can obtain QR codes through emails, porters or web pages. These QR are not
offered by the BloomenApp but are the responsibility of the owner of the restricted
content.
Q: What is the purpose of QR codes?
A: Allow the capture of complex data necessary to carry out transactions easily.
Q: Do users pay from QR codes?
A: Access to the QR code is managed by the content owner. In the case of use within
the project, the content provider will send free QR codes to acquire tokens and offer
QR codes to acquire the contents of the web.
Q: What content unlocks the QR codes?
A: Within the project, the only use case proposed to use BloomenApp will be used to
allow access to the transmission of videos produced by them.

In our conclusion on the review process of the Bloomen Wallet we want to point out
that although it acts as a facilitator between consumers and service providers, the
different business restrictions established by the owners of the app store must be
taken into account.
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5

User Manual

This tutorial focuses on using the Bloomen wallet from the end user point of view,
but it also contains the information needed to operate the command line tool, the
demonstrator, and third-party integration instructions.
5.1 Mobile Application
This is a blockchain-based wallet to access Bloomen decentralized applications
(Dapps). The basic functionality covered by the application is a cryptocurrency wallet
that allows interacting and consuming the services offered by different providers.
The users can search for Bloomen Dapps and aggregate them easily with a simple,
anonymous sign in; buy utility crypto-tokens for every Dapp to access their products
and services; initiate payments with a simple QR scan and allow any of your devices
to access the purchased content or service; and use the wallet to transfer their
tokens with other peers.
Below we will explain in depth each of these functionalities and show the user how
to use them easily.
5.1.1 Welcome
The application has a menu option in the home where the user can find a tutorial
explaining what functionalities the application offers.
This tutorial is a simple way to know the general purpose of the application and can
guide the user to its use.
When a user installs the application for the first time the tutorial will be opened to
guide the user.
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Figure 5.1.1.1 App tutorial

5.1.2 Home screen: Dapps enrollment
The main screen of the application that we will call home allows the user to add,
delete and clean data from their Dapps. All the Dapps that the user has added will be
shown in a list in the home so the user can access them.
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Figure 5.1.2.1 Home screen

The user will be able to download a set of Dapps approved by Bloomen and add
others that he finds through other channels by scanning a QR code with the button at
the bottom right on the screen.
On this screen there is also a menu where the user can execute different global
actions:
 See the tutorial
 Refresh data from current Dapps
 Change the app language
 Change the Blockchain endpoint
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Figure 5.1.2.2 Home screen menu

5.1.2.1 Language selector
Through the home menu option to change language, the user can choose their
language preference for the app with a single screen. Currently available languages
are English and Greek. The user can change the language anytime from this menu
option that is always available.
5.1.2.2 Refresh Dapps
Through the home menu option to refresh dapps, the user can recover the data of
the Dapp that they have added to their wallet from their data source in the
Blockchain. The refresh synchronizes and retrieves the most current configuration of
the Dapps that is on the Blockchain or if a new Dapp has been added.
5.1.2.3 Bloomen endpoint provider
Through the home menu option "Endpoint" the user can consult or change his
connection to the Blockchain endpoint from which he obtains the data from the
Dapps.
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Figure 5.1.2.3.1 Endpoint provider

This option is very useful in case the connection to the Blockchain fails, because the
user will be able to change it and use another to continue accessing the data or
change the connection type from https to http or reload the default connection that
is configured in the app.
If in any case there is a connection problem, an error screen is shown and from this
screen the user can access too to the endpoint screen configuration to change the
Blockchain endpoint and can test the connection.
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Figure 5.1.2.3.2 Blockchain connection error page

From this error page the user can access the functionality of changing the
connection provider to the blockchain or retrying the connection with the existing
configuration. Additionally to this the user can export his identities stored on the
wallet if he doesn't have the configuration for a correct provider.
5.1.2.4 Add a Dapp by camera or file
At the bottom right of the home screen there is a button where the user can add a
Dapp.
Clicking on the button will open the mobile camera and allow you to scan a QR code
that the user will have obtained from Bloomen or finds through other channels.
If the scanner camera action is canceled, the user can import the corresponding QR
from the pictures stored on the device and the Dapp will be added the same way to
our wallet.

Figure 5.1.2.4.1 Add Dapp button

After adding the Dapp it will be shown in the Dapps list on the home screen.
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5.1.2.5 Clean data from a Dapp
Each dapp has a gear button that shows the "Clean data" option, if the user clicks on
this option the data Dapp data saved on the device such as identity or transactions
done with this Dapp will be deleted and the Dapp will remain in its initial state and
how it was created at the time of adding it to the application.

Figure 5.1.2.5.1 Clean data menu option

5.1.2.6 Remove a Dapp
A list with the dapps added to the application is displayed on the home screen. Each
dapp has a gear button that shows the "Remove" option. When installing the
application there is a Dapp added by default, this Dapp cannot be removed and
therefore it will not have this option, the rest of Dapps added by the user will.

Figure 5.1.2.6.1 Non default dapp options menu

If the user clicks on the "Remove" option, the Dapp and all their data, identity,
transactions, tokens... will be deleted from the device and will no longer be
accessible.
Before deleting the Dapp the application will ask the user if he is sure about deleting
the Dapp, if the user accepts the Dapp it will be deleted and will disappear from the
Dapps list on the home screen.
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5.1.3 Enter in a Dapp
A list with the dapps added to the application is displayed on the home screen. The
user can click in any Dapp on the list and access to the Dapp.
Once the user accesses a Dapp that has just been added to the application, he has to
create an identity. To do so, they can create a new identity or recover an existing one.

Figure 5.1.3.1 First time inside a Dapp

5.1.3.1 Create a new identity
At this point the user can create an anonymous identity selecting the option “Create
a new account”, choosing this option the identity is created and the Dapp is ready for
use.
5.1.3.2 Restore an existing identity
The other option, “Restore an account”, allows the user to recover an identity that the
application has stored for another Dapp, the same identity can be used between
different Dapps to share the same balance and associated data.
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Figure 5.1.3.2.1 Restore identity

5.1.4 In a Dapp
When a Dapp is already added and has an identity assigned, the user can start to
work with it.

Figure 5.1.4.1 Dapp home
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Let's see below the options offered by the application to work with a Dapp that the
user has in their wallet.

Figure 5.1.4.2 Dapp home menu options

5.1.4.1 Refresh a Dapp
On the main screen at the top right there is a menu, the first option is "Refresh Dapp",
by selecting this option the user can recover the Dapp data from its origin in the
Blockchain. This option is similar to the option in home screen “Refresh Dapps” that
Synchronizes and retrieves the most current configuration of the Dapps that are on
the Blockchain or if a new Dapp has been added, but in this case only the current
Dapp is refreshed.
5.1.4.2 Burn tokens
On the main screen at the top right there is a menu, the first option is "Burn tokens",
this option allows the user to eliminate an amount of his points through an
authorized entity and close the life cycle of this money in the Blockchain.
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Figure 5.1.4.2.1 Burn cash page

A receipt for every burn action will be stored in the blockchain with the timestamp
and the amount of burned tokens in order to certify that this action was done.
5.1.4.3 Instance change
On the main screen at the top right there is a menu, the first option is "Instance
change", the user can click on this option to come back to the home screen to see
the list of all the Dapps in his wallet.
5.1.4.4 Add tokens
At the top of the Dapp's main screen there is a bar where the user can see the
amount of tokens he has accumulated. At the end of this bar there is a button with
the plus symbol clicking this button the user can add more tokens to the Dapp.

Figure 5.1.4.4.1 Tokens information bar

When the user clicks on the button a new screen will open where the user can scan a
prepaid card with a QR code that will add the number of tokens on this card to the
total number of tokens that the user has.
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Figure 5.1.4.4.2 Add tokens page

Once the tokens have been added through scanning or importing the code, the
application will show the main screen of the Dapp with the updated token balance of
the user in the bar at the top.
5.1.4.5 Dapp home
At the bottom of the Dapp's main screen there are four tabs, each tab shows a
different screen. The first one has an icon of a house and will be the tab selected by
default, therefore it will be the screen that appears by default in the Dapp.
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Figure 5.1.4.5.1 Dapp home

5.1.4.5.1 SCAN QR CODES
Being on the Dapp screen, with the first tab selected, the user can see a button used
to scan a QR, through this button the user can buy content or services, allowing any
of his devices to access the purchased content or service.
This could be considered the main objective of the application since it allows to
make real transactions, changing the accumulated tokens for content or services.
Every Dapp registered in the Bloomen wallet has a cryptocurrency that allows the
user to use basic functions for sending and receiving tokens. The smart contract
used for the implementation of this cryptocurrency follows the ERC20 Ethereum
standard.
Once the transaction is made, it will be reflected in the part of the screen where the
movements are shown and the total of the user's tokens will also be updated by
subtracting those used to carry out the transaction.
Like the rest of the scan buttons, if the user cancels the capture action the
application will ask the user if he wants to use a picture from the camera roll in order
to perform the same action.
5.1.4.5.2 SHOW LAST TOKEN MOVEMENTS
Being on the Dapp screen, with the first tab selected, just below the scan QR button,
there is a list of recent activity, the elements on the list are transactions made with
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the current Dapp. These transactions can be the received tokens or the purchases or
other actions made from this screen.
For each transaction the application will show a description, a date and the number
of tokens received or sent.
5.1.4.6 Dapp profile
At the bottom of the Dapp's main screen there are four tabs, each tab shows a
different screen. The second one has an icon of a user account that allows us to
access the profile page where the user can manage his identity and perform actions
related to this.

Figure 5.1.4.6.1 User Profile page

5.1.4.6.1 SHOW QR CODE WITH THE USER’S ADDRESS
The main element of this screen is a QR code that represents the address of the
Dapp user. Another user can scan the QR code from this screen in order to send
tokens to the current user.
5.1.4.6.2 COPY USER’S ADDRESS TO CLIPBOARD
Below the QR code is the equivalent text code, this text code could be copied by
clicking in the button below. This functionality makes it easier for the user to share
his address.
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Figure 5.1.4.6.2.1 Copy user address to clipboard button

5.1.4.6.3 EXTRACT MNEMONIC
The button on the right below the QR code allows the user to extract their identity,
mnemonic, and share it with other users through email or other options than the
device offers.

Figure 5.1.4.6.3.1 Export mnemonic identity button

5.1.4.6.4 TRANSFER TOKENS TO OTHER USERS
The last button on the screen called “Send cash” allows the user to send tokens from
his credit to other users.
One of the basic functionalities of this is the transfer of tokens between different
identities of the BC, and the wallet allows the user to carry out this type of action in a
simple way.
A user can capture the QR code with the identity of another user with the device’s
camera, as usual or manually enter the address text code in the destination field and
make a balance transfer transaction if he has enough balance.
After performing “Send cash” the credit of the current user and the recipient user will
be updated on the BC and shown for both users.
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Figure 5.1.4.6.4.1 Transfer tokens page

5.1.4.6.5 SAVE USERS AS FAVOURITES
Before sending tokens to another user, as explained in the previous section, the app
asks for saving this user as a favourite in the device.
If the recipient user is added as a favourite it will be available to transfer tokens in
the future without reading again its identity, making the sending of money more
comfortable for the current user.
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Figure 5.1.4.6.5.1 Add transfer address to favourites

5.1.4.7 Dapp store
At the bottom of the Dapp's main screen there are four tabs, each tab shows a
different screen. The third one has an icon of a bell that allows ust to navigate to a
page that shows a list of products on sale and the user can access and buy them.
5.1.4.7.1 VIEW OFFERS
The main screen of this tab shows a list with the current offers in the BC that the
user can access and buy from his current Dapp. If the user is interested in one of
them he can click on it and navigate to a detail page where he can buy it.
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Figure 5.1.4.7.1.1 show offers list

5.1.4.7.2 SEE THE OFFER DETAILS AND BUY
After clicking an offer from the list a new screen is opened. In there the user can see
the details of the offer, including an image, a description and the price. The user can
buy the asset if he didn’t buy it previously.
If the user wants to buy the offer has to click on the button “Buy now”, the application
asks the user if he is sure about buying it and once the user accepts the purchase is
made.
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Figure 5.1.4.7.2.1 show offer details

When a product is bought the transaction is shown in the Shopping list screen, see
next section.
5.1.4.8 Dapp purchases and devices
At the bottom of the Dapp's main screen there are four tabs, each tab shows a
different screen. The fourth one has an icon of a shopping cart that allows us to
enter on the management section of the assets ownership for the current user.
This screen is organized in two tabs where the user can see the assets they have
purchased in the first tab and the authorized devices in the other.
5.1.4.8.1 LIST OF ASSETS
In the first tab is the list of assets purchased by the user from the Dapp main screen
scanning a QR code or from the Dapp store screen. For each asset the user can see
its reference, name and expiration date. The user can also delete the asset from their
list of assets and will no longer have access.
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Figure 5.1.4.8.1.1 Purchases page

5.1.4.8.2 LIST OF DEVICES
In the second tab is the list of devices that the user has authorized to consume the
purchased assets. These devices will have been authorized from the Dapp's main
screen.

Figure 5.1.4.8.2.1 Devices page
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5.2 CLI tool
Bloomen-wallet-cli is the Dapp management tool from the point of view of a service
provider. The main objective of this development is to facilitate the validation of the
prototype of the end user and to offer a Dapps management tool that interacts with
the data stored on blockchain.
5.2.1 Service Provider (SP)
This tool will allow the creation of prepaid cards as a service provider, and manage
the different Dapps created in BC.
The service provider profile can create new payment schemes and manage their life
cycle.

Figure 5.2.1.1 Service provider menu.

Functionality

Description

Create a prepaid card

Create a new prepaid card with an assigned amount of
tokens

Create Schema

Create a payment schema

List Schemas

Show the existing schemas on the Blockchain

ON/OFF Schema

Activate and deactivate a schema

Create Dapp

Creation of a new Dapp in the Blockchain

Update Dapp

Update the content of a Dapp

Dapps List

Show existing Dapps

add Dapp to common
repo

Add a Dapp to the list displayed by default in the
Bloomen Wallet
Table 5.2.1.1 Functionality Table
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5.2.2 Vendor (V)
The only functionality offered by this tool from the point of view of the service broker
or seller is that of activating prepaid cards upon receipt of real money by the end
user.

Figure 5.2.2.1 Vendor menu.

Functionality
Activate Prepaid card

Description
Once the prepaid card is sold, it must be activated so that
the end user can acquire the tokens.
Table 5.2.2.1 Functionality Table

5.2.3 Customer (C)
As a user, this tool will allow us to recover the QR codes with the necessary
information that allows me to perform the required tests.

Figure 5.2.3.1 Customer menu.

Functionality

Description

Generate Prepaid card
QR

Shows the QR code of the prepaid card in order scan it
with the Bloomen Wallet

Generate purchase
operation QR

Shows the QR code of the purchase data in order scan it
with the Bloomen Wallet

Generate asset access
request QR for device

Shows the QR code of the access request data in order
scan it with the Bloomen Wallet

Dapp show QR

Shows the QR code of the Dapp address in order scan it
with the Bloomen Wallet
Table 5.2.3.1 Functionality Table
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5.2.4 Utils (U)
The utilities section is basically a collection of service calls that facilitate the task of
debugging and deploying new versions of the software.

Figure 5.2.4.1 Utils menu.

Functionality

Description

Test of device access to
an asset

Test tool to check the data stored on the blockchain
related to devices and assets.

Purge all prepaid card

Delete the prepaid cards stored on the cli.

Generate 10 random PPC

Generate ten random prepaid cards.

Re-activate all cards

Restore the status of the prepaid cards stored in the cli
tool

List user addresses

Show the users stored on the cli tool

Add address

Add a new user address on the cli tool

Delete address

Delete an address

CSV

Start the email enrollment process for ANT1 users.
Table 5.2.4.1 Functionality Table

5.2.5 Crypto (X)
The crypto section allows us to generate key pairs to sign the data stored on QR
codes for each Dapp.

Figure 5.2.5.1 Crypto menu.
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Functionality

Description

Create Key pair

Create and store a key pair on the selected Dapp

Delete Key pair

Delete the key pair assigned to a Dapp

Sign

Data signing test for a Dapp

Verify

Data verify test for a Dapp
Table 5.2.5.1 Functionality Table

5.3 Service demonstrator
The Service demonstrator is a self-guided tool where you only have to choose the
scope of the demo you want to perform, and then follow the instructions.
The url to access is https://0x.wlilab.eu/bloo-demo/
5.3.1 Home page: Dapps options
The main page that we will call home can see the list of Dapps available with an
image and its description. Each Dapp has the options to enter or view their QR.
Selecting Enter will take us to a new screen where we will see the assets that this
Dapp has and that we can buy or consume for free, we will see it in detail in 5.3.2
Enter in a Dapp from the Dapps list.
Show Dapp QR will allow us to see the Dapp's QR to add it to our Bloomen wallet, we
will see it below.
At the top right of this page there is a menu with different options:
 Balance Dashboard
 Bloomen Cards
 Device Identity
 Update purchases
We will see these options in detail in the following sections.
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Figure 5.3.1.1 Final user demonstrator landing page

5.3.1.1 Show Dapp QR
From the main page each Dapp has an "Show QR" option, if we click on this option a
popup will open with a QR that we can scan from our mobile with the Bloomen wallet
app to add this dapp to the wallet.

Figure 5.3.1.1.1 Show Dapp QR
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5.3.1.2 Balance Dashboard
Selecting this menu option will open a page where we can see a list of providers
organized in cards, in these cards we see how the token transactions that users
make to acquire services go to the providers of these services.

Figure 5.3.1.2.1 Balance dashboard

5.3.1.3 Bloomen Cards
When accessing this menu option, a page with prepaid cards with tokens opens,
clicking on a popup with the card is opened and shows the QR that we can scan from
our mobile phone with the Bloomen wallet app to increase our balance of tokens.
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Figure 5.3.1.3.1 Bloomen card QR

5.3.1.4 Device Identity
From this menu option a new page will open where we can see the identifier of the
device with which we are connected, a QR with the identity of our device and a
description will be shown.
This QR can be scanned from our Bloomen wallet app to allow this device to
consume assets that we have previously acquired from our wallet app.

Figure 5.3.1.4.1 Device Identity

5.3.1.4.1 NEW IDENTITY
At the top right of the Device Identity page we have an option called "New identity",
with this option we can generate a new identity for our device if we need it.
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Figure 5.3.1.4.1.1 New identity

5.3.1.5 Update Purchases
When we associate a device with our Bloomen wallet app by scanning its identity
from the "Device Identity" menu option explained in the previous section, we can
update the transactions that are made from the Bloomen wallet app in the demo
portal by accessing the menu option "Update purchases".

Figure 5.3.1.5.1 Update Purchases option

5.3.2 Enter in a Dapp from the Dapps list
From the main page we have access to the different Dapps available, the Dapps are
shown as a list with an image and a description.
By clicking on the "Enter" option of any Dapp of the list we will go to the page of this
Dapp.
Currently there are three Dapps available but for the demonstrations we focus on the
"Video" one.
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Figure 5.3.2.1 List of Dapps

5.3.2.1 Play video
Once we enter the dapp video we have the videos that are the assets available to
consume. Some videos are free and can be consumed at the same time by clicking
on the video, these videos will have a "Free" tag on the bottom right. Others have a
cost that we can see in the lower right part of the video. Next we will see how to buy
a video with cost.

Figure 5.3.2.1.1 Video Dapp
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5.3.2.1.1 BUY
When we access a video that has a cost, the video opens with a popup with a QR that
we must scan from our mobile with the Bloomen wallet app in the option to buy to be
able to make the transaction and access the video.
The QR has an option to generate it safely selecting the option “Secure” in the popup.
This option generates a signature to the QR data in order to verify the source of them
and ensure that the data is unmodified.

Figure 5.3.2.1.1.1 Buy video

5.3.2.1.2 TIPS
Videos that are free and free of charge allow you to donate money through the menu
option at the top right of the video. Clicking on the "Give a tip" option opens a popup
where you can choose the amount of money and a QR that we must scan from our
phone in the option to buy from the Bloomen wallet app and the money transaction
will be made with the tokens that we have available in our wallet.
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Figure 5.3.2.1.2.1 Give a tip

5.4 Third party integration
Once the functionality of acquiring and registering the ownership of a user's assets
is covered, it is necessary to adapt the platforms that give access to the resources to
interact with the system.
To facilitate this integration, different use cases have been proposed inspired by the
WebTv use case that contain detailed information on the interactions and data flows
required.
5.4.1 Handshake Process
The handshake process allows a user to register their authorization to a device to
access the content owned by him. In practice, we can think that this process
establishes a work session for a device (web browser, mobile ...) replacing the
traditional process of creating user sessions with login and password.
The link between the web and the app is not linked to the user's id but is part of an
access authorization process managed through the blockchain. Our proposal is the
use of cookies since it seems to be easier to integrate with systems based on
existing web services.
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5.4.1.1 Storyline

1- A cookie or token is generated in the
browser storage. This cookie is the identity
of the device.

2- The device identity data is displayed as
QR code to be captured.

3- From the wallet a handshake is generated
between the device (browser) and the user
account stored in the mobile.

4- The information related to the handshake
is stored in the Blockchain.
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5.4.1.2 Technical design

Figure 5.4.1.2.1 Handshake flow diagram

1.1 START - The user wants to pair the web browser with the wallet and start this
process. It can be a specific button with the Bloomen logo or a menu option.

Figure 5.4.1.2.2 Device identity option in the demonstrator

1.2 GET DEVICE ID - We retrieve the device identifier of the COOKIE or other web
storage system.
1.4 GENERATE DEVICE ID - The generation of a deviceId consists of a text string
that contains some information about the device, time, etc ... That allows the user to
identify the session created (All this information is available for the web browser
without accessing external systems) .
DeviceId example :
os:Linux browser:Chrome deviceType:Desktop timestamp:10:51:32
GMT+0200 (Central European Summer Time)
1.5 CREATE/SET DEVICE ID - A COOKIE is created and stored in the browser so that
you can send it on the next interactions with the backend services.
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1.6 SHOW QR - Finally, it is necessary to present the deviceId in QR format that
allows processing by the wallet. The deviceId has to be url encoded to form a valid
data string (it is not allowed to use the # character in the deviceId).
QR data format:
allow://url-encoded(deviceId)#0#102#ANT1
QR data example:
allow://os:Linux%20browser:Chrome%20deviceType:Desktop%20times
tamp:10:51:32%20GMT+0200%20(Central%20European%20Summer%20Time)
#0#102#ANT1
5.4.2 Filter search
Once the handshake has been carried out, the user wants to consult the available
videos and be able to distinguish those that are their property. The browser will
identify itself to the resource server using a unique identifier that will serve to check
the ownership of the different assets in the registry stored in the Blockchain.
5.4.2.1 Storyline
1- The browser makes a request to
the backend system passing the data
of the query and the identity of the
device.

2- The backend performs the query in
its legacy database.

3- Once the list of assets is obtained,
it is validated if the device has access
to these to carry out a filtering.
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4- The server presents the assets to
the client indicating those that are
already his property.

5.4.2.2 Technical design

Figure 5.4.2.2.1 Filter Search flow diagram

1.2 SEARCH - We make a query of the assets that we have according to the search
criteria provided by the user.
1.3 FILTER SEARCH RESULTS - At this point you have to make a request to the
blockchain in order to know the ownership of the videos.
We have developed a simple API Helper that allows easy integration with a simple
http request.

Figure 5.4.2.2.2 API Helper
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If you have a valid device id is expected that you receive something like that:
{
"deviceId": "My device id",
"dappId": "ANT1",
"assets": [
1000, 2000, 3000
],
"permissions": [false,true,false]
}
In this response you only have permissions for the asset with the id 2000.
Finally we can show the query result with the ownership data.

Figure 5.4.2.2.3 Query result filtered

5.4.3 Buy & Play
The process of buying and reproducing content depends on whether the browser has
performed a handshake process or not.
In the case of having a stored device identifier, a purchase process will be carried out
that can be reproduced with the credentials already granted. In the event that there is
no device identifier, one will be generated that can only be used with the asset that
you want to buy / reproduce.
If the user has purchased a content and made the handshake in the browser, the
content play action will be immediate without the need for customer interaction.
If the user has not created a link between the wallet and the browser, they will always
be asked to perform a one-time authorization action using a QR.
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5.4.3.1 Storyline

1- The user finds the video that he
wants to see and that he does not own.

2- The browser generates a popup with
the buy & play information of the asset
to make the purchase and the device
identifier in order to use the asset in it.

3- The purchase transaction is made
using the Bloomen Wallet

4- The user can close the purchase
popup and view the video.
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5.4.3.2 Technical design

Figure 5.4.3.2.1 Buy & Play flow diagram

1.1 START - The user desires to view the content.
1.2 GET DEVICE ID - We retrieve the device identifier of the COOKIE or other web
storage system.
1.4 GENERATE DEVICE ID - At this point it is necessary to generate a device
identifier associated with the asset to be displayed and stored in the COOKIE.
One time deviceId example:
one-time-device-for-1002-1564556529719
1.5 CREATE/SET DEVICE ID - A COOKIE is created and stored in the browser so that
you can send it on the next interactions with the backend services.
1.6 SHOW QR - The QR required to make the purchase contains the asset identifier,
the purchase schema and the price (this data is part of the video metadata)
QR data format:
allow_buy://<assetId>#<schemaId>#<price>#ANT1#url-encoded(short
asset description)#url-encoded(OneTimedeviceId)
QR data example:
allow_buy://1002#202#100#ANT1#My%20Video#one-time-device-for1002-1564652255292
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1.7 SHOW QR - The necessary data for a purchase process with a linked browser are
the same by removing the deviceId.
QR data format:
buy://<assetId>#<schemaId>#<price>#ANT1#url-encoded(short asset
description)
QR data example:
buy://1003#202#100#ANT1#My%20Video
1.8 PLAY - Once these actions have been carried out, the backend visualization
request will be carried out that will validate that the deviceId incorporated in the
request has reproduction permissions.
5.4.4 Play
When the user wants to access an asset owned by him, the resource server must
validate this request for access against the data stored in the Blockchain if access
can be granted.
5.4.4.1 Storyline

1- The user finds the video he
wants to see.

2- A request to watch the video is
made.

3- It is validated if the asset
belongs to the user using the
identity of the device. What comes
through the cookie.
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4- If the user has access to the
server, the content serves.

5.4.4.2 Technical design

Figure 5.4.4.2.1 Play flow diagram

This process is similar to 5.4.2 Filter search but only for one asset. Both
functionalities require the device Id that needs to be added to the request (COOKIE)
for playing the video.
5.4.5 Tips
The donation process is very simple and only requires presenting the required
information to the user in a QR that will allow you to make the transaction.
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5.4.5.1 Storyline

1- The user displays a video that has no
cost and wants to give a tip to the
producer.

2- The website generates a QR with the
data associated with the tip.

3- The user captures the data with the
Bloomen Wallet to make the transaction.

4- The information related to the
transaction is stored in the BC and the
accounts are updated according to the
transferred balance.
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5.4.5.2 Technical design

Figure 5.4.5.2.1 Tips flow diagram

1.1 START - The user is viewing a content and wishes to contribute with a donation.
1.2 INFORM DONATION AMOUNT - We present to the user a selector of the amount.
1.3 SHOW QR - We present the user with a QR with the necessary information to
make the donation (asset identifier, purchase scheme and quantity). The data
associated with the asset must be stored in the video metadata and made available
to the browser.
QR data format:
buy://<assetId>#<schemaId>#<donation>#ANT1#Tip
QR data example:
buy://1001#203#1#ANT1#Tip
1.4 END - The user closes the popup with the donation QR and continues their
viewing session.
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6

Online Demonstrator

As previously mentioned, the Bloomen Wallet is available in the manufacturer's
public stores (Google and Apple):



Android download page:
https://play.google.com/store/apps/details?id=com.tempos21.bloomen
Apple download page:
https://apps.apple.com/es/app/bloomenapp/id1466634808?l=en

Additionally, a demonstrator has been built that can be found in the following url:


Web demonstrator: https://0x.wlilab.eu/bloo-demo/
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7

Conclusions

From our point of view, the Bloomen Wallet solves the needs raised in the project
related to mobile applications and is the main asset developed within the task "T4.2
Mobile clients".
We believe that the Bloomen Wallet offers a set of assets that can be easily reusable
in other projects or proofs of concept, thus fulfilling the first objective of making the
use of Blockchain technology easy.
We are exploring the creation of a white label Wallet that allows other projects to
incorporate this asset into their architecture and adapt the software to their needs if
they require it.
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