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1 General Description of the Prototype
This deliverable documents the first of three iterations of task T3.3, which is about
providing the methods for copyright management, preservation and monitoring. This is
the first iteration of a software prototype for services related to metadata and copyright
data creation and management. This specific task will focus on the development of a
set of tools for the creation and management of copyright related metadata. The
application extends the usability and features required for the Bloomen music use case,
and potentially for the Bloomen photo use case as well.
The developments within the specific task will rely on the work already carried out by
Kendraio in their Kendra Hub tool. The Kendra Hub is a centralised hub for copyright
metadata management. It represents the previous iteration of development. The
Kendraio App is being developed as a decentralised replacement for the Kendra Hub.
Some of the original functionality of the Kendra Hub is yet to be ported over to the
application. This will be addressed in the future iterations of this task.
In this task the partners will address:
● The methods and techniques whereby the users will be able to “tag” their created
content (e.g. audio, text or photos/videos taken from their devices), and define
specific terms of use giving for instance permission to be used by social media
or blogs etc.
● Hashed unique identifier that each content item will be assigned and will be
pushed to the blockchain. In this way, the IPR data of each media content
consumed are always publicly available through the blockchains while the users
and content providers are able to select the content to consume (or deliver)
based on its associated IPR.
● Monetisation of digital content will be enabled in its whole lifecycle (from
creation to consumption) through virtual currencies, while smart contracts
between content creators, distributors and consumers will be also enabled. Using
unique hashes of content that is shared within the blockchain, this content can
be tracked and traced in order to evaluate when, how many times, where and,
when allowed, who, consume the content, payed, free or fraudulent way.
Tendencies, statistical analysing, market studies and much more activities are
supported with collected info.
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Given the decentralised nature of the P2P architecture proposed by the project, we will
address how to distribute and decentralise the metadata and copyright management
functionality that is present in current centralised media sharing frameworks:
● How to distribute the copyright management functionality across the two levels
of the proposed P2P architecture with a blockchain and an application level.
● How can copyright and metadata management be made universal to be useful
across all the use cases.
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2 Package Information & Installation Instructions
In this chapter all the package information and installation instructions of the
demonstrator are described. First, a detailed analysis of all the platforms and the
different plugins is given and afterwards an installation tutorial is described step by
step.

2.1

Package Information
2.1.1 Kendraio App

The Kendrio App is a polymorphic app as it uses one codebase to target desktop and
mobile clients. This is made possible because it is built with web technologies and
makes use of the Cordova1 and Electron2 frameworks. It is also possible to deliver via
the web as a PWA (progressive web application).
https://app.kendra.io and https://demo4.bloomen.io
The App will function offline with its own data storage (not a centralised service). The
form-based UI will be schema driven to allow ease of customisation. Data will sync
between mobile clients and the desktop app.
Data format conversion (to/from JSON-LD3)
The App is built using an adapter model. There is a library of core shared functionality
that is implemented in the App. This includes functionalities and features like forms,
storage, import, export, and data mapping between schemas. The app works by
installing and enabling adapters which then provide configuration for this shared
functionality to do useful things.
The PWA version will be used as the demonstrator for this iteration of Task 3.2 as it
allows the app to be hosted. This simplifies the installation procedure, and bypasses the
need to submit the app to the App Stores for the various platforms.
Full details of how to build and install the application are given below, and a pre-built
version has been made available online for demonstration purposes.

1
2
3

https://cordova.apache.org
https://electronjs.org
https://json-ld.org
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2.1.2 Kendraio Extension
A browser extension is available to integrate with the Kendraio App. This allows us to
make specific functionality available within the user’s web browser, and capture data for
use in the Kendraio App.
Tagging (for metadata enrichment and copyright/ownership), distributed as a Chrome
Browser extension.
https://github.com/kendraio/kendraio-webextension/releases
2.1.3 Kendra Hub
The Kendra Hub is a centralised hub for copyright metadata management. It represents
the previous iteration of development. The Kendraio App is being developed as a
decentralised alternative to the Kendra Hub. The features relevant to the Bloomen
music use case, that were previously available in Kendra Hub, will more easily benefit
Bloomen when implemented as part of a standalone application. The decentralised
nature of the standalone application more easily fits in with the general architecture of
the proposed Bloomen network. Some of the original functionality of the Kendra Hub is
yet to be ported over to the application. This will be addressed in the next iteration of
this task.
https://hub.kendra.io
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Figure 1: Kendra Hub Home page
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Functionality in the Kendra Hub allows for fine grained tagging of assets with related
rights metadata. Users can add assets and record contributions as a nested tree of
rights. This allows for a detailed view of the copyright data to be built up from simpler
parts. The following screenshot shows an example with various rights attached and
broken down to show individual contributors.

Figure 2: Kendra Hub example of asset contributions
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The following screenshot shows the aggregated rights report for the previous example
data, as generated by Kendra Hub. This shows, in a visual way, how the rights are
broken down, which entities are involved, and the percentage splits.

Figure 3: Kendra Hub aggregated rights report
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2.2

Build and Installation Instructions

In this first iteration the Kendraio App is delivered as a PWA (progressive web app)
https://developers.google.com/web/progressive-web-apps/
2.2.1 Installation on Android
First launch the application using the Android browser from the demonstration URL:
http://demo4.bloomen.io

Figure 4: Installing Kendraio App on Android
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From the menu, select “Add to Home Screen”

Figure 5: Kendraio App menu

In the dialog that appears, select “Add” to install as a PWA and add the application to
the Android home screen:

Figure 6: Adding Kendraio App to Android home screen
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Finally, click the icon on the home screen to launch the application full screen:

Figure 7: Launching Kendraio App

2.2.2 Installation on iOS
With iOS 11.3, Apple added basic support for Progressive Web Apps (PWAs) with some
limitations. On iOS a PWA can only store up to 50MB of user data, and if the app is not
used for several weeks iOS will clear the data. These limitations do not exist on other
platforms, and are expected to change as PWA support on iOS develops.
To install the Kendraio PWA on iOS open the following URL in Safari on the device:
http://demo4.bloomen.io
Then press the Share icon and then “Add to Home Screen.”
2.2.3 Installation Chrome (Web Extension)
Download the pre-built extension from GitHub:
https://github.com/kendraio/kendraio-webextension/releases
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Figure 8: Installing Kendraio App on Chrome

2.2.4 Installation from sources
In order to install and run the application from sources you will need the Node JS
runtime installed, and a package manager for Javascript (Yarn is recommended).
Confirm you have these prerequisites installed before proceeding with the following
instructions.
Download the source package from the GitHub repository.
https://github.com/bloomenio/kendraio-app
Use Yarn (or NPM package manager) to install the project dependencies.
yarn install
Use the provided scripts to build the project.
yarn build
Run the local dev server:
yarn ionic:serve
The console output will include the local dev URL to launch in your browser.
http://localhost:8100/
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3 User Manual
The main sections of the demo App:
●
●
●
●
●
●

Dashboard
Import data
Upload
Visualise
Adapters
Settings

In order to activate functionality within the App the user is required to activate a set of
adapters. Adapters provide configuration to enable various data formats, and add
support to integrate with 3rd party services.
Data conforming to one of the schemas enabled via an adapter can be imported into the
app. Sample data in DDEX MRIN4 format is provided in the demo app to work alongside
the MRIN adapter. DDEX MRIN is a standard data format (from DDEX) for encoding of
recording information for musical works, and is highly used in the music industry. The
sample data included was provided as example data by DDEX.
Once enabled, adapters provide configuration of data schemas, which drive the UI for
creating and editing content within the App. The schemas define the valid data points
that can be created. Nodes (entities) are created, such as artists, labels, recordings,
projects. The schema defines what fields are available for the different types of entity.
Schemas also define how entities link together, for example, an artist can be a
contributor on a recording. The App features a form based UI that is created
dynamically based on the available data and schemas from the enabled adapters.
An overview of the actual data currently stored in the app is available as a visualisation
that shows each entity and how they are linked together. The user can deep link into the
data by clicking on the nodes in the visualisation.

4

https://kb.ddex.net/pages/viewpage.action?pageId=9111217
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4 Licensing
The Kendraio App is built using the Angular5 framework from Google, and Electron from
GitHub, both of which are licensed under the MIT license.
https://choosealicense.com/licenses/mit/
Cordova (used to build the mobile clients) is licensed under the Apache 2.0 License.
https://choosealicense.com/licenses/apache-2.0/

5

https://angular.io
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5 Online Demonstrator
In this section we provide a walkthrough of the functionality of the demo app. This
includes importing, editing, and visualising data within the PWA, and tagging an image
and adding a citation to a page within the extension.
First install the PWA on your device, as per the installation instructions in section 2.
On first launch of the app, you should see an empty dashboard prompting you to import
some data. In this walkthrough we will use the sample MRIN data provided by DDEX for
a fictional recording session.

Figure 9: Launching Kendraio App
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Use the “hamburger icon” to open the menu and select the “Import data” option:

Figure 10: Importing data on Kendraio App
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The “m-rin” adapter is selected by default and cannot be disabled in the demo app.
MRIN is an XML based data standard defined by DDEX.
If you have a data file that conforms to the DDEX MRIN data standard you can select
“Import File” to load a data file from your device. Such data can be created using
compatible sources, such as the Soundways6 RIN-M DAW (digital audio workstation)
plugins, or example files can be downloaded from the DDEX website.
A sample data file has been bundled with the demo version of the app and can be
accessed by clicking the “Load Demo Data” button:

Figure 11: Importing a sample “m-rin” data file

6

http://www.soundways.com/rin
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The import process uses the mapping defined in the adapter to convert the XML based
input data into a graph of nodes and links. This internal format is non-destructive, as it
allows converting back into the source format with no loss of data or structure.
Once the import and conversion process has completed, you will be directed back to the
dashboard with the list of entities imported from the data.
In the dashboard list you can find the following information:
● The “label”, “name”, or “title” of the entity
● The type of entity symbolised as an icon and also listed in full (eg “Party”)
● The unique identifier of the entity. A globally unique ID is currently assigned on
import to prevent potential clashes when importing data from multiple sources.
Clicking on an item in the list opens the detailed view for that entity.

Figure 12: Kendraio App dashboard list
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Here is an example detailed view that can be accessed by clicking on the “Project” entity
within the dashboard. This “Project” node is the root node in MRIN data.

Figure 13: Kendraio App project node

The detailed view shows the current values for attributes from the input data, and
allows creation and editing of attributes as defined in the data schema from the
adapter.
It also shows the linked entities, and allows creation of new linked entities. For example,
the artist, record label, or contributors. The detailed view for linked entities is accessed
via the link icon next to the unique identifier for the linking entity.
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By selecting “Visualise” from the app menu you can view a graph of all the entities
currently stored within the app. Links between entities are visualised. Different colours
are used to identify the different types of entities. You can access the detailed view for
an entity by locating it in the visualisation and pressing on the coloured circle.

Figure 14: Kendraio App graphical representation of entities
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6 Conclusions
This initial phase of development has focused on developing a flexible architecture for
building front-end application. This has involved developing and testing various ideas
for how the frontend of the application will work. As shown the app will provide a
solution for creative content, both by claiming rights to assets (overview) as well as
providing data analysis (dashboard) and features to map content across creative works.
The benefit for Bloomen are specific solutions which can now be extended based on
introducing a blockchain architecture. The work from Kendraio is what would be visible
to users of such a system and therefore quite important for the Bloomen project as a
whole.
The data model has evolved as we’ve developed and tested various ideas for how the
frontend of the app will work. Using JSON-LD as a basis for how we work with various
different data formats proved to be the most flexible model. As we designed adapters
for the different data formats required by different services, converting the data in a
non-destructive way, to JSON-LD proves to be useful when dealing with data sourced
from multiple places. JSON is a common format, and using JSON-LD annotates JSON
documents to make them more semantic. Using a non-destructive data mapping means
we are always able to regenerate the source data format.
Through working with data from multiple sources, we identified that a unification and
reconciliation process is required to allow data about the same real-world entities to be
imported from multiple sources.
Schema-based form UI allows configuration of app to match UI to different schemas
required by different services. The data schemas are provided by the adapters, where
each adapter defines the data schema it requires, or a dependency on other adapters if
the schema is already provided. Some core adapters, such as support for schema.org7,
allow for standardised data across providers where supported.
In order to allow for more maintainable frontend code, we have implemented a state
management solution within the App, based on NgRX 8 (a redux-inspired state
management option for Angular). A component-based approach was taken, built initially
using Ionic9 components, but later to be migrated to use the Material 10 component
library provided by Google for use with Angular.

7
8
9

https://schema.org
https://github.com/ngrx/platform
https://ionicframework.com

10

https://material.angular.io
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7 Plan for Next Iteration
In the next iteration we will continue to evolve the front end UI as we gather more
feedback and add more features. We will implement more of the shared functionality
that can be utilised by adapters, and implement more adapters to configure the app’s
core shared functionality in more useful ways.
The features currently implemented for metadata and copyright data creation in Kendra
Hub will be migrated over to the App. By implementing this functionality in the App we
remove the dependency on the centralised Kendra Hub.
A Kendraio Adapter will be created for the Bloomen API to integrate schemas and
functionality of the Bloomen system as they become available.
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