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1 General Description of the Prototype

This deliverable documents the third and final iteration of task T3.3. This task is
about providing methods for copyright management, preservation, and monitoring.
This third iteration builds on the progress documented in deliverable D3.7 (first
iteration) and D3.8 (second iteration) to further develop the services related to
metadata and copyright data creation and management.

1.1 Overview of the task

In this task the partners have addressed:

O Uif! nfuipet! boe! ufdiojrvft! xifsfcz! uifl v
created content (e.g. audio, text or photos/videos taken from their devices),
and define specific terms of use giving, for instance, permission to be used by
social media or blogs etc.

O«

Every content item has been assigned a unique identifier, based on a hash,
that will be pushed to the blockchain. In this way, the IPR (Intellectual Property
Right) data of each media content consumed are always available through the
blockchains while the users and content providers are able to select the
content to consume (or deliver) based on its associated IPR.

Given the decentralised nature of the P2P architecture proposed by the Bloomen
project, we have addressed how to distribute and decentralise the metadata and
copyright management functionality that is present in current centralised media
sharing frameworks:

0 How to distribute the copyright management functionality across the two
levels of the proposed P2P architecture with a blockchain and an application
level.

0 How copyright and metadata management can be made universally useful
across all the use cases.

1.2 Continuation from 2nd Prototype

The result of the second iteration, as documented in D3.8, was the further
development of a flexible architecture for building front -end applications that was
prototyped in the first iteration. The benefit for Bloomen is that specific solutions
can now be prototyped and implemented based on accessing the blockchain
architecture via the Bloomen API.
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The second iteration evolved the front-end Ul via a process of prototyping copyright
management workflows, based on feedback and the requirements of the Bloomen
project. Copyright management features from Kendra Hub were ported over to the
new Kendraio App framework. Further work was done on Adapters to allow them to
hold more types of configuration. And, the Bloomen APl was integrated with the
Kendraio App, by creating and Adapter that can be used to access Bloomen
functionality (blockchain functionality via the REST-based API) and therefore allow
the features provided in the app to be used in the Bloomen system.

In this third iteration, we have continued to evolve the Ul and added powerful tools
for configuring workflows an d connecting to Bloomen and other third -party services.
This benefits the Bloomen project because useful functionality has been quickly
implemented, and delivered as part of the development of features for the
administration of the Bloomen system, and the operation of the pilots (in particular
the music use case which required bulk import, and mapping of data).

In the previous deliverable (D3.8) we concluded with some suggestions for the third
iteration. The progress made on those:

0 Internationalisation (i18n) of the Kendraio App components was required for
further use within the Bloomen project. A translation feature has been
integrated with the App to provide localisations of the App in various
languages. Initially, this just includes translation of parts of the interface into
other languages. With English and Greek a priority, as required by the pilot
users.

The Claims, tasks and rights workflows prototyped in previous iterations were

migrated to the new workflow -based approach detailed below. The Ul features
relating to the user model were developed, defining roles and permissions,
and the addition of groups (as detailed below for managing rights for content

within the music pilot).

O«

The photo tagging prototype was wrapped as a separate Web Component
(using Angular Elements) to decouple it from the Kendraio App, and allow
embedding in any other application. This allows for further development
outside of the scope of the Kendraio App, to provide richer data to enable
better searching and verification of assets. It also allows the option of
embedding directly within other subsystems within the Bloomen ecosystem
without needing to add a direct dependency to the entire Kendraio App.

O«

Further integration with the Bloomen system has been enabled via
development of the REST API adapter, and the associated Bloomen Adapter
for the Kendraio App framework. All necessary functionality from the rest of

the Bloomen system has been exposed in this manner, so at this stage we
have not required direct access to the blockchain from the Ul. The pluggable
nature of the Kendraio App, with the adapter system and configurable
workflow system developed during this iteration, leaves open the option of

O«
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integrating a direct connection to the blockchain if requir ed. The web3.js
collection of libraries could be wrapped into an adapter with the functionality
exposed to the Kendraio App workflow system. This would allow interaction
with a local or remote Ethereum/Alastria node, using an HTTP, WebSocket or
IPC connection.

O«

At the end of the previous iteration, a Console (CLI) tool was planned to allow
for batch processing using the same configuration based approach and
reusing the same adapter technology developed for the App. It was expected
that this would be useful within Bloomen for automated scenarios (such as
the music pilot) where manual operation (such as importing data from a new
Collective) via the Ul is not applicable due to the expected large size of the
datasets. As it turned out, the CLI tool was not needed as with efficient
batching of the operations, the datasets could be parsed, mapped, and
imported into the Bloomen system via a workflow created in the Ul that
integrates directly with the bulk import functionality of the Bloomen API.

This completes the description of developments that relate to features planned at
the end of the previous iteration. During this third-iteration we also identified and
developed further features, as detailed in section 1.3 below (Milestones from the 3rd
phase of development).

1.3 Milestones from the 3rd phase of development

In this section we detail the main milestones from the 3rd phase of development, as
it relates to copyright management, preservation and monitoring within the Bloomen
project, and also features that benefit the Bloomen system as a whole.

1.3.1 Configurable Workflows

Common patterns were identified in the implementation of prototypes from the

earlier stages of the project. These common patterns were codified and informed the

development of the configuration -based approach taken in subsequent
efwfmpgnfou/! Ui ftf! sfvtbcmf! dizcmpdl t L)} pg! gv
dzx psl gmpxt LI xi jdi! bsf! opx! vtfel up! jngmfnfou
This is of benefit to the Bloomen project, because it allows features to be quickly

created by defining new workflows, and allows existing features to be adapted easily

to meet the needs of the project. This has been demonstrated by building out

features to manage users, and bulk import content into the Bloomen system (for the

music pilot).

Xfl efgjof! b!dxpsl gmpxL) )ps! kvt u! Guwilpfrom! bt ! b!
configurable parts.
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Xflefgjof!bl!dzmpdl L) ps!dzubtl L) bt! pof! tufaqg!]c
that make up workflows, and include:

0 HTTP block for calls to remote services and third -party APIs

0 Form block for embedding of configurable forms

0 Data grid block for embedding of data-tables for visualisation of API
responses and creating advanced Ul displays

0 Mapping block for converting data from one fo rmat to another, or preparing

data from one source to be consumed by another

There are a total of 44 blocks available (at the time of writing) and full
documentation for the blocks is available in the online manual, as referenced below
in section 3.

1.3.2 Adapter Repositories, Workflow Cloud, and Config Import/Export

The configurable (low-code) approach to building out features is backed up by a
methodology for discovering, installing, and sharing configurations. This is currently
implemented in three levels:

0 Adapter repositories allow for publishing of official configurations. We
currently have one official repository enabled by default in the App, and
hosted on GitHub. This repository contains the Bloomen adapter with the
main configurations developed for th e project.

0 The workflow cloud provides another location for discovery of workflows.
This is a shared space that allows for collaboration on the implementation of
workflows, and the quick and easy sharing of configurations.

0 Config import and export allows all users of the app to export their created or
customised workflows and share them via separate channels. An entire
adapter, with various configuration items and workflows can be exported as a
single block of JSON for ease of transfer.

1.3.3 Editors for Workf lows and Forms

To support the configuration based approach, editors have been developed for
Forms and Workflows. These are available within the App. They are intended for
power-users but are enabled for all. This allows any user of the app to see what is
powering a feature, and make changes if they require.

The Form editor allows for editing of the JSON Schema and Ul Schema formats that
power the form builder component. A version of the form is displayed that live

updates as changes are made to the JSON Stiema (data model) and Ul Schema
(form customisations).
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1.3.4 Standalone Image Tagging component

The image tagging component that was presented in the previous iterations
(deliverables D3.6 and D3.7) has been published as a separate, standalone
component.

This utilises the Wa3C standard of Web Components
(https://www.w3.org/TR/components -intro/ ), and makes the feature available for
embedding in other Apps, frameworks, and allows other components within th e
Bloomen system to reuse the work done here.

The image tagger has been split out into its own separate project on GitHub, where it
can develop and evolve separately to the Kendraio App. It is published on NPM,
which makes it easy to install and consume within any other JavaScript/Typescript

based environment. It can also be referenced directly using https://unpkg.com .

https://www.npmjs.com/package/@kendraio/image -tagger

1.3.5 Versioning

Support for working with content revisions was added, and this allows us to make
use of functionality made available within the Bloomen API. Within each entity
created for the music pilot (mu sical works, and sound recordings), changes are
tracked. A user-interface for this has been created using the features in the Kendraio
App that allows administrators to list and view previous revisions of an item, and
easily revert changes on any item by restoring a previous revision.

1.3.6 Bulk upload/import

Dpogj hvsbujpo! dzcmpdl t L)} ibwf!cffo! efwfmpqgfe!

for bulk importing of content into the Bloomen system. This has been demonstrated
in the music pilot with the development o f workflows to populate the system with
40,000+ content items.
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2 Package Information & Installation Instructions

In this chapter all the package information and installation instructions for the
demonstrator are described.

2.1 Package information

2.1.1 Kendraio App

The Kendrio App uses one codebase to target desktop and mobile clients. This is
made possible because it is built with web technologies and makes use of the
Cordova® and Electron? frameworks. It is also possible to deliver via the web as a
PWA (progressive web application).

The App is built as a framework of reusable components. This flexibility is of
particular benefit to the Bloomen project as we intend to reuse components. In the
online demonstrator documented below, we demonstrate the application of
components and features from the Kendraio App ecosystem customised to work
being carried out within the Bloomen project. The components have minimal Ul (user
interface) design which improves reusability. In general, the App is designed to be
dzx i j u f ddaptaldef m LJ!

The components can be used to create various features, as demonstrated by the

Kendraio App, such as:

0 Dashboard for APIs - integration with APIs allows display and editing of
remote data sources.

0 Asset management - integration with 3rd party remote storage services
allows for robust storage of large media files.

0 Metadata and rights management - use of local database storage within the
app allows for offline creation and management of rights data, tags, and other
metadata, and synchronisation of data and settings between devices.

0 Configurability of workflows allows for flexibility in modelling of various tasks
and processes (e.g. for the copyright claims processes).

The features listed above are the result of the Kendraio App architecture being
designed to be configuration driven, allowing for flexibility in how it is used. This
architecture is the result of the following design goals:

0 Adapter based integrations - The core components and services within the
app are built with flexibility in mine/ ! Dpogj hvsbuj po! jt!
that can be created for various workflows and integrations. Different sets of
functionality can be enabled depending on the set of adapters that are

! https://cordova.apache.org
2 https://electronjs.org
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enabled within the app. This is how core functionality of the ap p can be used
to target the Bloomen API, and other relevant third parties.

0

the Bloomen ecosystem.
0

definitions, rather than being hard-coded.
0

Based on TypeScript and Angular - These technologies are used throughout
Schema-driven front-end - Forms and input are created from schema

Configurable workflows for prototyping features - The use of configuration,

rather than hard-coding workflows, allows us to quickly make changes and
customise features as required by the requirements of the project.

Full details of how to build and install the application are given below, and a pre-built
version has been made available onine for demonstration purposes.

https://demo4.bloomen.io

[ ] [ ] . Kendraio App Dashboard x +

& C & app.kendra.io/dashboard ® K = O

= App Dashboard ensy 2 A O

== Dashboard

L1 Ssettings .

Kendraio App
* Adapters . . N o 9
Kendraio App is an open source dashboard application for rights owners, music makers, managers and

@ Workflow Cloud
‘\ Workflow Builder

A, Form Builder

record labels, enabling users to manage and track their digital media assets, collaborations and
associated rights.

+ Online demo: https://app.kendra.io
« Read the Docs: https://kendraio-app.readthedocs.io
« More information: https://www.kendra.io/kendraio-app

uptime ' 100%
dependencies out of date
@angular/core ~8.2.14

Contribute

* Read the documentation: https://kendraio-app.readthedocs.io

+ For help and support, join the conversation on Slack: http://slack.kendra.io

+ Kendraio Google Drive folder: https://goo.gl/Oyuli4

+ To report bugs, suggest improvements, or request features, use the issue tracker:
https://github.com/kendraio/kendraio-app/issues

» To download the source code, visit the repo: https://github.com/kendraio/kendraio-app

Figure 1: Dashboard of the KendraidApp in default state
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2.1.2 Kendraio Adapter

An Adapter provides a set of configuration for the core functionality. This includes
configuration for API clients, data schemas, and process/workflows.

Adapter repositories allow for publishing of official config urations. We currently have
one official repository enabled by default in the App, and hosted on GitHub. This
repository contains the Bloomen adapter with the main configurations developed for
the project.

The adapter repositories are found by enteringu i f ! dzZBebquf st L t fduj po!
!

dmjdljoh!po!ui f!l dzNbobhf!sfqgptjupsjftL)d mjol g

® O ® @ kendraio Adapters x  +

& & @ app.kendra.io/corefadapters ® % = e :

= Adapters C eny 2 A B

B5 Dashboard

Setti
¢ etiings Manage Repositories Refresh Adapters New Adapter

* Adapters
Installed adapters
@ Workflow Cloud

Adapter Version Modified Operations
A, Workflow Builder

No Rows To Show
A, Form Builder

Search available adapters

- Demo Music Photo B2B Retail Streaming

Search term

The adapter cache is empty. Please try refreshing adapter repository data.

Adapter Version Tags Description Operations

No Rows To Show

Figure 2: Adapters screen in the default (empty) state

This gives access to the Adapter repository list, which by default lists the singl e
official Adapter repository:
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® O ® @ Kendraio Adapter Repositories x  +

&« C & app.kendra.io/core/adapterRepos @ % = e :

= Adapter Repositories lensy 2 A o

BE Dashboard

L2 settings Repositories

* Adapters

& Workflow Cloud https://kendraio-adapter.kendraio.now.sh/

A, Workflow Builder m
A, Form Builder
- Set to default

Figure 3: Adapter repository settings in default state

Users are also able to navigate directly to the adapter repository to download
packages of adapter configurations: https://kendraio -adapter.kendraio.now.sh/

2.1.3 Kendraio Proxy and API

An authentication proxy is used to verify AuthO identity tokens and return user
profiles. This is an auxiliary project, and not part of the core system. More
information is availab le from the code repository:
https://github.com/kendraio/kendraio _-authO-proxy/

2.1.4 Image Tagger (Web component)

The Kendraio Image Tagger component wrapped as a web component using Angular
Elements has been published as a separate project. It can be used independently of
the Kendraio App, and does not require the Angular framework, it can be used in any
JavaScript or Typescript based project.
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To install from NPM use:
npm install --save @kerdraio/image -tagger
Or, include the compiled JS directly into your HTML by adding a script tag:

<script src="https://unpkg.com/@kendraio/image -tagger/main -es2015.js"
type="module"></script>

For more information visit NPM or the GitHub repository:

https://www.npmjs.com/package/@kendraio/image -tagger
https://github.com/kendraio/image -tagger

2.2 Installation Instructions

2.2.1 Installation on Desktop

Ui f! bgqg! jt! bwbj mbcmf! bt! b! diQsphsfttjwf! Xfc!
support PWA. Access via Chrome or Chromium is recommended.

https://demo4.bloomen.io

2.2.2 App Installation from S ources

In order to install and run the application from sources you will need the Node JS
runtime installed, and a package manager for Javascript (NPM is recommended).
Confirm you have these prerequisites installed before proceeding with the following
instructions.

Download (or clone) the source package from the GitHub repository.

https://github.com/bloomenio/kendraio _-app

Use NPM package manager to install the project dependencies.
npm install
Run the local dev server:
npm run start:dev
The console output will include the local dev URL to launch in your browser.

http://localhost:4200/
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3 User Manual

A specific build of the Kendraio App has been provided for demonstration purposes.
It is available at the URL given below. It has many features enabled by default,
including all the functionality required to run through the instructions provided in the
online demonstrator section below. The instructions provided highlight specific
functionality that is app licable to the Bloomen project.

https://demo4.bloomen.io

Further functionality can be enabled by adding configuration from other adapters.

Ui fsft! jt! bmtp! bo! pqujpo! jo!uif! Bgqg! tfuuj oht

mode will be removed in final production builds of the app, but can be used here to
display extra information on -screen, and log useful information to the console for
developers and testers.

3.1 In-App Help

A help system is available within the App, and is enabled by default. This allows
additional help to be displayed within the application screens. This information could

be hard-coded into the App, or provided as part of the Adapter config. Limited help
coverage is included in the development version of the App, but a full explanation of
features is included below in the online demonstrator documentation (see section 5

below).

3.2 Online Documentation

The Kendraio App comes with online documentation, built from the source in the
main GitHub repository, and hosted using Read the Docs:
https://kendraio -app.readthedocs.io

This documentation is aimed at power users and those that wish to create or
customise workflows and adapter configurations. It covers:

Adapters
Form Builder

O¢ O¢ O«

up workflows.
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The Kendraio App is built using the Angular® framework from Google, and Electron
from GitHub, both of which are licensed under the MIT license.
https://choosealicense.com/licenses/mit/

There is a separate branch within the source code repository for the mobile builds.
This makes use of Capacitor (used to build the mobile clients) which is also licensed
under the MIT License

https://github.com/ionic _-team/capacitor /blob/master/LICENSE

5 Online Demonstrator

In this section we provide a walkthrough of the functionality of the demo app as
applicable to the Bloomen project. The PWA (Progressive Web App) version of the
App will be used for demonstration purposes. This can be accessed via the
demonstrator URL at https://demo4.bloomen.io

5.1 Enable Bloomen Adapter and Connect to the Bloomen Network

In order to follow along with the online demonstrator walkthroughs given below, it is
recommended to start from a clean install of the App. This also ensures the latest
version of core workflows is installed. To reset the application, on the settings tab,
ui flvtfs!t!tipvme!dmjdl!uif!sfel!dzZSftfu!bgqll cv

3 https://angular.io
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® O ® @ «endraio Settings X +

& c & app.kendra.iofcore/settings ® f = e

= Settings C leny| 2 4 %

B Dashboard

Adapter repository base URL

£ Settings https://kendraio.github.io/kendraio-adapter/
Enter the location of the adapter repository, including the final trailing slash
*n Adapters
Show help?
@ Workflow Cloud Debug mode
‘\ Workflow Builder Disable prototypes and features under development

Figure 4: Kendraio App settings screen with development features disabled

Ui fo-!tuifz!tfmfdu! uif! dBebqufst L) pquj po! gsp
dzSf gsfti ! Bebquf st L¥3cmegno!l ! bu! ui flupqg! pg!ui f!
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@ Kendraio Adapters x -+

@ app.kendra.io/core/adapters o= | @

= Adapters C lend 2 A O

BS Dashboard

Settil
¢ ettings Manage Repositories Refresh Adapters New Adapter

* Adapters
Installed adapters
@ Workflow Cloud

. Adapter Version Modified Operations
A, Workflow Builder

MNo Rows To Show

\ Form Builder

Search available adapters

- Demo Music Photo B2B Retail Streaming

Search term

The adapter cache is empty. Please try refreshing adapter repository data.

Adapter Version Tags Description Operations

MNo Rows To Show

Gjhvsf!6;!Bebqufst!tdsffoltipxjoh! mpdbujpo!pg!

Po! ui f! dzvVgebuf! Bebaq
mjtuld cvuupo! up! sfg
aebquf st LY

ufstlLd tdsffo-!uif! vtfsl!t
sftil!uif! mpdbm! dbdi f! pg!

A list of available adapters appears at the bottom of the screen. The user should
tfbsdi!gps!uif!Cmppnfo!bebqufs!boel!dmjdl!uif

Jglui flpgfsbujpo!xbt!tvddfttgvm-!Dbo!fyushb! dzT
the left appears.

Uifltvtfs-1tcz!dmjdljoh! po! uif! dZMphj olL}ltopquj po
connect to the Bloomen API.
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® O ® @ Kendraio Login x  +

&« c @& app.kendra.io/bloomen/login ® f = ¥ 9 :
= Login leny 2 A §
B5 Dashboard

[»] Services
Username

{:} Bloomen

* Login
- Password

=5 Users
O, Content Search -
rﬁ Import File
4 Musical Works
4 Sound Recordings
4 BulkImport
£t Settings
* Adapters
@ Workflow Cloud
A, Workflow Builder

A, Form Builder

Figure 6: Login workflow from the Bloomen adapter

If the login was successful, ui f ! nf tt bhf ! diécgrepbpunff!otBwdudif t t g v mLJ

5.2 Working with the sample data set

Sample data files have been provided for musical works and sound recordings, to
help demonstrate the functionality available for copyright management within the
Kendraio App. The following example metadata files are available:

https://github.com/bloomenio/kendraio -adapter/tree/master/example -
data/bloomen
0 demo-musical-works.json

~

0 demo-sound-recordings.json

Ui f!ltbngmf! ebub! dbo! cf! mpbefe! joup!uifl!tztuf
from the left navigation menu.
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D3.9 Copyright management, preservation and monitoring p 3rd cycle BIC men

Importing the sample data set is a two-step process:

HUiflvtfsltipvme!dmjdl!uif! dMpbe! gThenf LJ c v u
contents of the file is read by the system and displayed on screen.

[ ] ® . Kendraio Import from file x +

& C @ app.kendra.iofbloomen/importFromFile

Import from file

Dashboard

Services

Import items
Bloomen

Select file to import items into Bloomen AP

Login
Users

Content Search ISWC

No Rows To Show
Import File

Musical Works -
Sound Recordings
Bulk Import

Settings

Adapters

Workflow Cloud

Workflow Builder

Form Builder

Figure 7: Import test data workflow from the Bloomen Adapter

2 Ui fl vifs!l tfmfdut! xijdi!jufnt!uifz! xjtil
button.
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