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1 Introduction 

1.1 About this Deliverable 

This deliverable is the second cycle of a software prototype. This second cycle consists 
of two different demos as the main outcome of Task 3.1 “Blockchain operation: 
transactions, blocks, micropayments for media content”. The software prototype is 
accompanied by this short document, which essentially provides a detailed description 
for each demo, installation instructions and a user manual. The next iteration of this 
deliverable, the second cycle, will be delivered in month M30. 
 
The main objective of the presented demonstrators is to increase the capabilities of the 
Blockchain technology and to converge on different developments for the platform 
chosen by all the partners as the best option (Quorum/Ethereum). 
 

1.2 Document Structure 

This document is based on a common structure for each of the demos, preceded by 
this introductory chapter and finalized with a conclusion chapter. Following the 
introduction, the document is structured as follows for each of the two demos: 
 

● Section DEMO.1 (General Description of the Prototype): Describes the prototype 
in general and each of its components based on the specific blockchain 
technology that is being demonstrated. 

● Section DEMO.2 (Package Information & Installation Instructions): Describes 
the different tools required to build the demo and the instructions to install and 
configure all the tools and components that will be needed in each demo. 

● Section DEMO.3 (User Manual): Includes the instructions to run and use the 
demo, including also screenshots whenever necessary. 

● Section DEMO.4 (Licensing): Includes a description of the licenses under which 
each component used in the demo has been developed. 

● Section DEMO.5 (Online Demonstrator): Each demonstrator is available and 
executable online. This section describes how to use the online demonstrator 
and a description of the different use cases that it implements. 

 
After the description of the demos, the document finishes with a Conclusions chapter 
that includes a summary of conclusions for each demo and the plan for the next 
prototype iteration. 
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2 DEMO 1 - Decentralized Rights Management 

2.1 General Description of the Prototype 

The main objective of the demonstrator is to explore the existing technologies for the 
creation of business applications that allow the construction of solutions based on 
Blockchain. 
 
This kind of technology allows for the development of desktop applications where the 
private keys, that identify the user and allow you to modify data within the Blockchain, 
are not hosted on third-party servers. 
 
With this development, the second phase (of three) dedicated to the interaction 
between user and Smart Contracts is completed. This development will be taken as a 
basis for the implementation of the functionality specified by the case of music use. 

 
Figure 1: End-user applications development plan 

 
The demonstrator is inspired by the music use case and aims to cover a subset of 
functionalities. Additionally, it is intended to use this software as a demonstrator of the 
technological capabilities of the solution for multiple CMOs (Collective Management 
Organisations), in order to attract more users and generate interest in the project. 
 

2.1.1 Components 

Here is a simple diagram showing the different components used for the construction 
of the demonstrator. 
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Figure 2: Demonstrator components diagram 

 
This demonstrator was constructed using a modular approach. According to this 
modularization by context we would have: 
 

● Local context: Desktop application with Blockchain technology for interaction 
with smart contracts. 

● Blockchain context: Set of smart contracts deployed in the Alastria mainnet. 
● Cloud context: Provides access to the musical repertoire on which users can 

work. 
 

2.1.2 Decentralized Rights Management Application 

In order to access the functionalities developed for this demonstrator, it is necessary to 
use a desktop application. This application has been developed with a technology stack 
that allows it to be used on the main operating systems (Windows, macOS and Linux) 
and without the need to install any external software. 
 
The alignment of all the technology developed within the project is crucial. For this 
reason, it has been decided to maintain a set of libraries / frameworks compatible with 
other components already generated in Bloomen. 
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Figure 3: Decentralized Rights Management Technology Stack 

 
The expected user experience is similar to other applications developed with similar 
technology such as Skype, GitHub Desktop, ... (You can see more examples at: 
https://electronjs.org/apps) 
 
The distribution of the executables is similar to traditional desktop applications, this is 
important as the application will not generate incompatibilities in business 
environments managed by corporate IT teams. 
 

 
Figure 4: Decentralized Rights Management Application 

 

https://electronjs.org/apps
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The decentralized nature of the demonstrator requires a user validation system based 
on a hierarchical authorization. A user can always create a new identity but access to 
the data is only allowed when this new identity is authorized by a higher hierarchical 
responsible. 
 

2.1.3 Repertoire API 

The demonstration application requires access to a common data set on which users of 
different companies (Members of a CMO) can introduce claims of copyright, the most 
common activity for such a dataset, specifically for the music domain 
 
In this phase of the project, a single asset registry is not available within the Bloomen 
and for this reason this simple API has been developed as a test. 
 
Technologies selected for this component are aligned with the decisions taken within 
the consortium. 

 
Figure 5: Repertoire API Technology Stack 

 
A small piece of software has also been developed that allows updating this data 
repository dynamically in case it is necessary to add or remove any data during the user 
test phase. 
 
The component offers a REST API that can be accessed directly from a Swagger 
console to make queries about the set of data provided from the case of music use. 
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Figure 6: Repertoire API Swagger 

 
Developed software can be adapted to any search API compatible with the data 
specifications provided by the analysis performed within the WP5 use cases. 
 

2.1.4 Smart Contracts 

Business logic has been fully implemented in Smart Contracts that have been deployed 
in Alastria. 
 
These Contracts have been developed using the Truffle development framework 
(https://truffleframework.com) to facilitate the creation of new contracts if required. 
 
The Smart Contracts, as such, have a life of their own in the Blockchain and the 
repository incorporates addresses of the contracts necessary to interact with them. 
 
For the creation of the different contracts, standardised libraries such as OpenZeppelin 
(https://openzeppelin.org/) have been used to provide a secure development 
framework for Smart Contracts. 
 

2.2 Package Information & Installation Instructions 

Development steps made to create and extend the demonstrator can be found in the 
Github repository with the module development instructions. 
 
https://github.com/bloomenio/bloomen-decentralized-rights-management. 
 
In this repository, other developers will find everything they need to generate new 
versions of the demonstrator or create new projects with the Bloomen technology. 
 

https://truffleframework.com/
https://openzeppelin.org/
https://github.com/bloomenio/bloomen-decentralized-rights-management
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2.2.1 Bloomen decentralized rights management API 

In order to facilitate the deployment and execution of the search API for the repertoire, it 
has been packaged in containers inside a docker-compose. 
 
For the execution it is necessary the installation of the following software: 

● Docker version 17.12.1-ce or higher. 
● Docker-compose version 1.21.2 or higher. 

 
A next step will be the generation of containers with the command: 

● docker-compose build 

Finally, we can start the server to have a repertoire search service: 

● docker-compose up 

Docker creates 3 containers that communicate with each other with HTTP protocol: 
● Nginx container. 
● Rest API (node.js application) container. 
● Solr container. 

 

2.2.2 Bloomen decentralized rights management Application 

The application component is an npm project that contains all the necessary tools for 
compilation and generation of new binaries. 
 
The construction tasks require installation of the following software: 

● node.js v8 (https://nodejs.org/) 
● windows-build-tools (https://www.npmjs.com/package/windows-build-tools 

recommended for Windows environments) 
 
As it is common in projects of this technology we have the dependencies of the project 
and the commands within the package.json file. 
 
As an example, if we want to build Linux version we will use the following command: 

● npm run electron:linux 
 
The result of this command is the generation of a binary file that we can use as a 
desktop application in an operating system compatible with Linux. 
 

2.2.3 Bloomen decentralized rights management Truffle project 

The Truffle project is also packaged as a npm project to facilitate its development and 
allow us to easily deploy new contracts in the Blockchain (Quorum / Ethereum) that we 
want. 
 

https://nodejs.org/
https://www.npmjs.com/package/windows-build-tools
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Once the information of the account that you want to use for the generation of the new 
contracts is incorporated, the command that we have to use is: 

● npm start development 
● npm start export (in the case that we want to export the contracts to the app 

module) 
 
When generating new contracts we do not have CMOS information or a Super 
Administrator so we will need to execute the following steps to complete the creation of 
this new contract instance: 

● Add a CMO 
○ node src/registryUtils.js set cmo1 

● Create a Member 
○ node src/memberUtils.js add  

 
Figure 7: Member creation 

 
● Add the Super Admin address to whitelist 

○ node src/usersUtils.js whitelist 
 

2.3 User Manual 

The application has been designed to simplify resolution of data conflicts across music 
copyright applications. It is to be used by individuals within companies which are 
members of a number of CMOs (themselves companies) that intend to share data in 
order to obtain efficiencies in data conflict management between different data 
repositories (it is assumed that each company has his own data repository). 
 
This iteration of the prototype does not incorporate automations that would detect 
conflicts automatically by using Smart Contracts. Currently, the model has been 
simplified with a direct assignment to focus effort on the associated technological 
challenges. 
 
Claim data associated with a member of a CMO is shared by all users of this member. 
Any user associated with the same organization can access shared data as it has been 
specified in the case of use. 
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Figure 8: Application: User hierarchy 

 
For the application (app) development we followed these user stories: 
 

● USMUL01 - As a member user I want to search media assets. 
● USMUL02 - As a member user I want to create right claims. 
● USMUL03 - As a member user I want to receive claims about assets that I 

maintain. 
● USMUL04 - As a member user I want to manage my claims. 

 
There are two types of users: 

● Member User: User of a member company can search and manage claims data. 
● Member Administrator: Administrator of a member can manage the users 

additionally to all standard user functionalities. 
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Figure 9: Application: Home screen as Admin 

 
These are the basic functionalities covered by the demonstrator Application: 
 

● Elements in menu section: 
○ Inbox: It allows the user to see and modify pending tasks that require their 

attention within the system and have been assigned to their company. 
○ Repertoire: Section to search musical assets in order to start the 

introduction of information about a rights claim. 
○ Claims: Section to view the claims made by the CMO member to which the 

current user is associated.  
○ User Management: Specific option of an administrator that allows him to 

see the users with access to the member information. 
● Clicking on the profile menu will show a dropdown for address identification. You 

can copy the address as a mnemonic or just logout. 
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Figure 10: Application: Profile menu 

 

2.3.1 Inbox 

The Inbox functionality allows a User to view and update the tasks associated with 
claims that have been generated in the system. Currently, the functionality is limited to 
modifying the status of the task by returning it to the Inbox of the member sending it. 
 

 
Figure 11: Application: Inbox 
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Figure 12: Application: Inbox response 

 
To update the Inbox it is necessary to perform a manual action on the refresh icon. 
 

 
Figure 13: Application: Inbox refresh 

 
If the state is different to RESOLVED or REJECTED a task will always be associated to 
one of the two related members of the claim.  
 

2.3.2 Repertoire 

This feature allows the user to search a record within the shared data repository for the 
purpose of creating a copyright claim. 
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Figure 14: Application: Repertoire search 

 
The user can make a query about the set of data of the demonstrator that will be shown 
in a paged list. 
 
At present, the data set is limited and only meets the objective of a technological 
demonstrator. 
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Figure 15: Application: Repertoire detail 

 
Once the appropriate registry is located, you can proceed to register a claim that will 
generate a task associated with the receiving member specified in this. 
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Figure 16: Application: Repertoire claim 

 
When the user fills the claim data with desired information the application allows him to 
add to the blockchain. 
 



D3.2 Blockchain transactions and payment basic services - 2st cycle  

 Page 19 / 42 

 
Figure 17: Application: Repertoire claim data 

 
Finally, the claim is incorporated into the blockchain and a task is created that is 
assigned to the receiving member. This business logic is operated by Smart Contracts 
within the blockchain including all actions to modify the claim data. 
 

2.3.3 Claims 

This section of the application allows a user to access the claims registered by the 
company to which the user belongs. 
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Figure 18: Application: Claims 

 
Depending on the state in which the claim is located, we can modify the data and / or 
visualize the interactions that have been generated related to the same claim. 
 

 
Figure 19: Application: Claim detail 
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Data associated with the claims along with the message history are stored in the 
blockchain immutable and cannot be modified once the claim goes to a final state. 
 

2.3.4 User Management 

Only if the current user has the role of Administrator can access the set of users of the 
company and perform administrative actions on them. 
 

 
Figure 20: Application: User Management 

 
The system allows the administrator to retrieve the list of users that belong to your 
company. 
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Figure 21: Application: User Detail 

 
The final user wants can see the detailed information for one concrete user. 
 

2.4 Licensing 

● Solr is licensed under the Apache 2.0 license. 
● Quorum, the go-ethereum library (i.e. all code outside of the cmd directory) is 

licensed under the GNU Lesser General Public License v3.0 
● Solidity is licensed under GNU General Public License v3.0 
● This demonstrator is under MIT License. 

 

2.5 Online Demonstrator 

Demonstrator of the described prototype can be found at: 
 

https://ci1.tempos21.com/pub/Bloomen/bdrm/ 
 

https://ci1.tempos21.com/pub/Bloomen/bdrm/
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Figure 22: Demonstrator Download page 

 
The code is submitted in the project's Github: 

https://github.com/bloomenio/bloomen-decentralized-rights-management  
 
The access credentials for different users and roles are: 
 

● Worldline Member 
○ Toni Paradell (Admin) : tenant orphan choice meadow false hour verb away 

zoo need crack six 
○ Krin Gibson (User): brave depth portion magnet magic guard dinosaur 

impact mixture trumpet example witness 
● BMAT Member 

○ Gonçal Calvo (Admin): amount market body achieve curious rigid dress boil 
note solve forget relief 

 
The following sections contain a demonstration of the different user stories. 
 

2.5.1 User enrollment 

The registration process of a user within a member of a CMO begins with the creation 
of a unique identity within the Blockchain. 
 

https://github.com/bloomenio/bloomen-decentralized-rights-management
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Figure 23: Application: Create new account or restore 

 
Once the identity has been created it is necessary to provide personal information so 
that the administrator can validate it. 
 
Requested data are: 

● CMO: In this demonstrator there is only one "cmo1". 
● Member: Member of the CMO for which the user wants to collaborate. 
● Name: User first name 
● Last Name: User last name  
● Role: Role that you want to play in this group member (Admin, User) 

 
In this technological demonstrator these data are stored inside the Blockchain but in a 
future iteration they will be transmitted outside of this to avoid legal problems. 
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Figure 24: Application: Form create new user 

 
After entering information, appears the following screen: 
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Figure 25: Application: Blockchain address to new user 

 
In this screen there are two numbers. The first number is the unique identifier of the 
new user, and the second is an address of blockchain that will be sent to the request. 
 
When the member's administrator accepts the request, the application will allow 
access. 
 
Another option to access to application is to recover an existing user profile with the 
option "Restore account". If we use any of the mnemonics provided at the beginning of 
this section (i.e. “brave depth portion magnet magic guard dinosaur impact mixture 
trumpet example witness”). 
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Figure 26: Application: Restore user 

 

2.5.2 USMUL01 - As a member user I want to search media assets 

The repertoire menu option offers us the possibility of searching in the data that are 
part of the set of musical metadata contributed to the demonstrator. 
 

 
Figure 27: Application: Search musical assets 
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2.5.3 USMUL02 - As a member user I want to create right claims 

When we find the desired musical recording we can make a claim by adding the 
required information depending on whether it is a Musical Work or a Sound Recording. 
 

 
Figure 28: Application: Sound Recording Claim 

 

 
Figure 29: Application: Musical Work Claim 
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2.5.4 USMUL03 - As a member user I want to receive claims about assets 
that I maintain 

We can access the processing rights from the inbox option of the lateral menu: 
 

 
Figure 30: Application: Inbox 

 
We can return an existing task to the sender with a modification of the state and 
incorporating information about this change. 
 

 
Figure 31: Application: Inbox response 
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In this demonstrator the resolution of a claim is a simple communication between two 
entities. This will be migrated to a Smart Contracts system that will have the 
responsibility of managing the status of the claims. 
 

2.5.5 USMUL04 - As a member user I want to manage my claims 

As a collaborator of a member that has originated a claim I can access it from the 
"Claims" menu option and modify its data if it is not in a final state. 
 

 
Figure 32: Application: My Claims 
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Figure 33: Application: Detail of a Claim 
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3 DEMO 2 - Smart Contract Templates 

In this section we present the implementation of smart contracts in an abstract format. 
In this way, they can be configured and applied to the different use cases of Bloomen 
project supporting many defined functionalities. 
 

3.1 General Description of the Prototype 

A milestone for the course of Blockchain technology was the development of Ethereum 
project, offering new solutions by enabling smart contracts’ implementation and 
execution. The Ethereum blockchain is a Turing complete platform for executing smart 
contracts [1], [2], and not just a ledger serving financial transactions. It is a suite of tools 
and protocols for the creation and operation of Decentralized Applications (DApps), 
“applications that run exactly as programmed without any possibility of downtime, 
censorship, fraud or third-party interference” [3]. It also supports a contract-oriented, 
high-level, Turing-complete programming language [3], allowing anyone to write smart 
contracts and create DApps. 
 
There are two types of accounts in Ethereum [4], Externally Owned Accounts (EOAs), 
which are controlled by private keys and Contract Accounts, which are controlled by 
their contract code and can only be “activated” by an EOA. Ethereum DApps rely on 
smart contracts for their operation, namely a code of arbitrary algorithmic complexity 
that is executed on what is called Ethereum Virtual Machine (“EVM”). Smart contracts in 
Ethereum are (mainly) written in the programming language Solidity [5]. 
 
In this Section, we present the developed smart contracts in Solidity focusing on 
Ethereum and Quorum blockchain platform, exploiting the advances (and special 
features) of Quorum, since it supports private transactions and private contracts. 
 

3.2 Package Information & Installation Instructions 

For the development of the contracts in solidity and Quorum, we used Truffle Suite [6] 
and the browser IDE “Remix” [7]. Once deployed to the blockchain, smart contracts’ 
code is final and cannot be changed. So, during the development of the smart contracts 
extra caution was given in the testing process, so that we could identify and fix as many 
bugs as possible. To this direction, extensive testing was carried out on private 
Ethereum blockchains, by using two testing solutions:  Ganache Cli, as well as on the 
Ropsten Test Net. Additionally, before being deployed on a larger Quorum Network, we 
used a Quorum test network consisting of seven nodes [8]. 
 
Another important challenge we addressed while targeting on public Ethereum 
blockchain, was the optimization of the code in order to minimize the gas requirement 
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of each function, so that the fees someone pays to the blockchain, when calling a 
function of our smart contracts, are also minimized. Every transaction or smart contract 
executed on the Ethereum blockchain requires gas. Gas, as stated previously, is a 
fraction of an Ethereum token, and is used by the contract to pay the miners securing 
that transaction on the blockchain for their efforts [9]. 
 
There are different ways to connect and interact with the smart contracts deployed to 
Ethereum/Quorum blockchain network such as Ethereum Wallet, which allows us to 
watch a smart contract, use the developed functions and see the history of 
transactions. We use Web3 Javascript API client so our application can talk to the 
contracts we have deployed on the network [10]. Part of this work has been published in 
[11] and [12] international scientific conferences. 
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3.3 Licensing 

For the different components of this demonstrator, the licenses are as follows: 
For Quorum, the go-ethereum library (i.e. all code outside of the cmd directory) is 
licensed under the GNU Lesser General Public License v3.0 
The go-ethereum binaries (i.e. all code inside of the cmd directory) are licensed under 
the GNU General Public License v3.0 
Solidity is licensed under GNU General Public License v3.0 
 

3.4 User Manual 

In this Section, the smart contract templates are described in detail, the most important 
points of their implementation and their use in Bloomen project, in order to support 
different functionalities. 
 

3.4.1 Token Smart Contract 

NTUA Token smart contracts are a specific application. They enable working with the 
NTUA Token (National Technical University of Athens token), a custom token created 
specifically for research and experimentation purposes. It is a cryptocurrency in the 
form of a smart contract implemented in the Solidity programming language. The token 
is used as the payment currency here. Its functionalities are useful for different use 
cases of Bloomen Project as defined in D4.1 (Bloomen Web platform and service end-
points - 1st cycle), a subset of which is shown in the following table. For example, this 
smart contract could be instantiated and used in different use cases in order to support 
the “View Transactions of user”, so a user could view his latest transaction included in 
the blockchain network, the history of transactions or even detect a past transaction, 
verifying he has successfully sent an amount to another user, in order to buy an asset. 
 

Web Functionalities 
Cryptocurrency/Micropayments 

WebTV Music News 

Purchase asset X  X 

Transfer funds to address X  X 

View balance of wallet X  X 

View Transactions of user X  X 

Table 1: Different functionalities supported by Token smart contract 

 
It is fully compliant with ERC20/223 and so it implements a set of functions and events, 
such as transfer. This then allows the transfer of a specified amount from a user to 
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another, or a Transfer event. The total NTUA tokens supply has 18 decimal digits, and 
its symbol is NTUATok 
 

NtuaToken() 
function () payable 
function sellBack(uint256 amount, uint   _price) 
totalSupply()  
balanceOf(owner) 
approve(spender, value) 
allowance(owner, spender, amount) 
function transfer(address _from, address _to, uint _value) internal 
function transfer(address _to, uint256 _value) 
function managerTransferFrom(address _from, address _to, uint256 
_value) returns (bool success)  
Event Transfer(from, to, amount) 
Event Approval(owner, spender, amount) 

Figure 34: Functions and events of NtuaToken contract 

 
This contract implements the fallback function, an unnamed function marked as 
payable [5]. The purpose of this function is to load NTUA tokens to the balance of the 
accounts. Three functions that implement the functionality of transferring NTUA tokens 
between accounts are created: i) the internal function _transfer, which transfers the 
specified amount of NTUA tokens from one account to another, if the balance of the 
sender has sufficient funds. Upon success, it emits an event called Transfer, notifying 
those who watch the blockchain’s activity that the transaction is completed; ii) the 
function transfer which can be called outside the contract. It calls _transfer function in 
order to send tokens from the sender of the transaction to the specified receiver; iii) the 
ManagerTransferFrom function. It is called from the Asset Manager contract and 
transfers NTUA tokens, when someone buys data. It only succeeds, if it is invoked from 
the Asset Manager contract:  
 

require(msg.sender == ‘address of Broker contract in the blockchain’) 
 

Figure 35: Require the sender of the message to be the address of Broker contract 

 

3.4.2 Asset Manager smart contract 

Asset Manager smart contract is in charge of keeping all registered creators, carrying 
out and recording transactions concerning assets. Asset Manager smart contract keeps 
record of all registered assets. In this contract we have created structs, which are a 
special feature of Solidity contract-oriented programming language, in order to store for 
each asset the details (e.g. price, tags, information) and the unique address of its 
owner. It allows the creator of new asset (e.g. a media item, article, photo, audio, video 
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or other ) to choose it and specify its details (e.g. URI of the stored media, content, price 
in Tokens,  billing schema, related tags,  keywords). 
 

struct media_content { 
     address owner; 
     string URI;   
     uint256 price;  
     string tag; 
     string info; 
} 

Figure 36: The media_content struct has the important info about the uploaded media 

 

event Uploading( 
address owner, 
string URI, 
uint256 price, 
string tag, 
string info 
);   

event Retrieving(address owner,  string info);  

Figure 37: This is the contract where the creator stores the media content (in the form of URI) 

 
Its functionalities are useful for different use cases of Bloomen Project as defined in 
D4.1 (Bloomen Web platform and service end-points - 1st cycle), a subset of which is 
shown in the following table. 
 

Web Functionalities 
Browsing/Searching Assets 

WebTV Music News 

Upload asset X X X 

Edit asset X X X 

List/Filter/Search asset X X X 

View Asset X X X 

Table 2: Different functionalities supported by Asset Manager smart contract 

 

3.4.3 Copyright Smart Contract 

This smart contract supports different billing schemas and payments. Upon purchase 
of an asset (image, song), a percentage of the payment is directed to different entities 
according to defined rights (singers, band members, recording studio, etc.). It also 
supports different billing schemas. For example, a registered and verified user could 
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follow another payment schema. More specifically and as an example a NGO could use 
assets without payment or with a reduced price. 
 
Additionally, the smart contract handles the communication between the different 
smart contracts (Asset Smart Contract and Token smart contract). It is developed in 
Solidity programming language and includes different structs [13], functions and events, 
some of which are presented in the following list: 

● Structs:  
○ media_ownership: the percentage of ownership  
○ media_content: details about the asset 

● Functions:  
○ createMedia: uploading the details of a new asset to the blockchain 
○ deleteMedia: removing an asset from the smart contract’s struct 
○ updatePrice: update information of the asset 
○ updateUrl: update information of the asset 
○ buyMedia: useful to buy an asset, communicates with other smart 

contracts 
● Events:  

○ MediaCreated: emitted to the blockchain network, when a media is 
created 

○ MediaDeleted: emitted to the blockchain network, when an asset is 
removed 

○ MediaChangedInfo: emitted when information of an asset is changed 
 

struct media_ownership { 
address owner1; 
uint percentage1; 
address owner2; 
uint percentage2; 
….} 
 
struct media_content { 
string mediaTitle; 
string artist; 
uint year; 
string url; 
uint price;} 

Figure 38: Structs defined within Copyright Smart Contract allowing us to define the percentage of 
ownership of different entities 
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mapping(uint => media_ownership[]) mediaOwnershipTable; 
mapping(uint => media_content[]) mediaContentTable; 
 
function createMedia( 
    address o1, uint p1, address o2,  
    uint p2, string url,uint price,  
    string mediaTitle, string artist, uint year) external { 
    mediaOwnershipTable[idStable].push(media_ownership(o1, p1, o2, 
    p2)); 
    mediaContentTable[idStable].push(media_content(mediaTitle, 
    artist, year, url, price)); 
    emit MediaCreated(mediaTitle, artist, year, price, idStable); 
    idStable++; 
} 

Figure 39: Copyright smart contract allows us to create an asset - example of create an asset which 
belongs to two different entities 

 
Its functionalities are useful for different use cases of Bloomen Project as defined in 
D4.1 (Bloomen Web platform and service end-points - 1st cycle), a subset of which is 
shown in the following table. 
 

Web Functionalities 
Browsing/Searching Assets 

WebTV Music News 

%ownership, rights management X X X 

Table 3: Different functionalities supported by Asset Manager smart contract 

 

3.4.4 Claim Ownership Smart Contract 

This smart contract supports the case of a dispute for the ownership of an asset. In 
order to handle the case of a user who claims the ownership of an asset the next steps 
are followed. Firstly, a user starts a “dispute” specifying the metadata to be changed 
(title, percentage, unique_id, etc.) of the asset under “dispute”. Then through the 
mechanisms of the smart contract (functions, structs, events) a new transaction is 
created, which points to the transaction of the creation of this assets. Finally a “Super-
user” or a set of user login to Bloomen platform, see all the available disputes and 
resolve them 
 
It is important to notice that for the development of this contract, the Bloomen Music 
dataset (which was defined in D1.3) is used and a part of it is shown in the following 
figure. 
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Figure 40: Bloomen Music dataset in JSON format 

 
Its functionalities are useful for different use cases of Bloomen Project as defined in 
D4.1 (Bloomen Web platform and service end-points - 1st cycle), a subset of which is 
shown in the following table. 
 

Web Functionalities 
Browsing/Searching Assets 

WebTV Music News 

Claim ownership  X  

Link assets  X  

Table 4: Different functionalities supported by Asset Manager smart contract 
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3.5 Online Demonstrator 

The demonstrator can be found at http://demo1.bloomen.io. Different graphical user 
interfaces (GUI) were developed, in order to test and demonstrate the functionalities of 
the different smart contracts. Some of these GUIs, can be found in the following figures. 
The final interfaces are supported by Bloomen platform and part of the integration work 
and Bloomen API are presented in the D4.1 (Bloomen Web platform and service end-
points - 1st cycle). 
 

3.5.1 Token GUI 

Using this interface, the user is able to view the token smart contact. This way, he is 
able to see the balance of the different users, the history of transactions for all users 
and to send tokens to another user by specifying his address and the amount. 
 

 
Figure 41: Token interface 

 

3.5.2 Asset Manager GUI 

The creator logs in to the platform and uploads a new media item to the Blockchain 
after providing the necessary information. Additionally, he can see the uploaded media 
items, searching by keywords (e.g. “sun”, “sea”) and see the related information as well. 
 

http://demo1.bloomen.io/
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Figure 42: Asset manager interface 

 

3.5.3 Copyright Smart Contract 

This interface allows the user to specify the details regarding the ownership of a media 
item. For example, the user could define for the percentage of ownership of a specific 
song to various artists, band members, composers, etc. 
 

 
Figure 43: Copyrights interface 
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4 Plan for Next Iteration - Conclusions 

We presented the developed smart contract templates in Solidity focusing on Ethereum 
and Quorum blockchain platform. The plan of the next iteration is to further exploit the 
advances and special features of Quorum blockchain platform. 
 
This way we will focus more on private transactions and private contracts and their 
benefits for our Bloomen platform. Additionally, we will examine more smart contracts 
in order to support the different functionalities and their integration with the API and the 
Bloomen Platform. 
 
Additionally to this, we plan to explore the web technologies that allow the final user to 
sign transactions in a secure way. Our intention is to build some kind of demonstrator 
that uses the Bloomen crypto token and shows these technologies. 
 
One last point is focused on the tokenomic[1] point of view of BloomenCoins life cycle 
and the technology needed to provide secure tools for tokenization process of the 
goods and the reverse process to real money. 
 
 
[1] Tokenomics —A Business Guide to Token Usage, Utility and Value. Medium 
corporation, June 2017. [Online], available: 
https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-
utility-and-value-b19242053416 
 

https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416
https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416
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