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Abstract. In this paper, we demonstrate the multiple points of innovation when 

combining multimedia content with blockchain technology. As of today, content 

creators (authors, photographers, radio and video reporters, data visualizers etc.) 

are publishing and sharing content (articles, photos, audio, video and combina-

tions) on media/social networks but without the effective control over who is 

going to reuse this content. To this direction, we introduce a blockchain based 

service which successfully blends different technologies to provide more trans-

parency on how the content is further tracked, promote openness, trust and secu-

rity between participants, allow direct monetization for the content creator and 

expose the benefits of using blockchain technology as: a database of multimedia 

content, a novel payment method while using a dedicated created cryptocurrency, 

an insurance of proof of ownership through the exploitation of smart contracts 

running on Ethereum blockchain platform and a means to implement new solu-

tions to value content based on quality. Additionally, by integrating Hyperledger 

Projects (Fabric, Composer, Explorer), we examine how their functionalities 

such as private and permissioned blockchain improve our system. Highlighting 

the importance of applications exploiting blockchain technology to efficiently 

support, store and retrieve data we utilized, integrated with blockchain and com-

pared different solutions among which InterPlanetary File System (IPFS) and tra-

ditional databases such as MongoDB with GridFS tool. 
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1 Introduction 

In the recent years, there is a lot of interest on blockchain and distributed applications 

(Dapps), which explore the potential of blockchain technology. Naughton [1] suggests 

that blockchain technology could be ‘the most important IT invention of our age’, while 

Mougayar [2] that it is ‘at the same level as the World Wide Web in terms of im-

portance’. Blockchain-based technologies have the potential to resolve some of the cur-

rent challenges of Media Industry, which have been heavily affected by the ubiquitous 

availability of content, by offering solutions for micropayment-based pricing models, 

monetization, copyright infringements and privacy [3]. Blockchain allows transactions 

to be peer-to-peer without the involvement of a Trusted Third Party (TPP) and 
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according to [4] it has two major features that make it highly attractive as a store of 

data. Firstly, data written to it is immutable and therefore provides an auditable record 

of events that cannot be modified. Secondly, an exact copy is maintained in a large 

number of independent locations and consequently, there is no central point of failure. 

Ethereum, the second-largest blockchain network by market capitalization, was the first 

platform to introduce the concept of a smart contract that could be deployed and exe-

cuted in a distributed blockchain network. The Ethereum protocol is public so the terms 

of each contract can be viewed by anyone accessing the Ethereum blockchain network. 

Recognizing the potential of smart contracts on the Ethereum blockchain, Bogner et al 

[5] examined the use of a Dapp for the sharing of everyday objects, achieving data 

privacy and avoiding users’ repetitive sign up for each platform. In a similar direction, 

a trial rights management system for videos has also been implemented [6], using 

blockchain technology and trying to couple videos with the rights information and to 

include them in the transaction issued by the licensor.  

The rest of the paper is structured as follows: Section II provides an overview of our 

proposed service, while Section III presents the implementation details and the devel-

oped smart contracts. Section IV gives experimental results after running the service. 

2 Use Case Overview & System Components 

This paper introduces a distributed application that blends several technologies in-

cluding smart contracts deployed on the blockchain, web services and databases to pro-

duce a service that offers solutions to issues such as compensation of content contribu-

tors, personalization, direct connection of content producers with consumers and digital 

rights management. The users who could benefit most from the presented system are 

on the one side artists, who would expose their content online, reach large audiences 

and have income directly without any intermediaries according to their specified terms. 

On the other side end users such as advertisers, news sites, publishers will have access 

to a big, constantly updated collection of original content generated by users, and im-

mediately use it for their purposes after compensating the creator, without any other 

concern regarding digital copyrights. It should be noted that the proposed system does 

not handle the topics of checking the originality of the content and the verification of 

ownership of the specific content. Such topics are outside of the current study scope. 

The proposed system acts as a widely used decentralized repository where content pro-

viders (professional or not) can monetize their content. An indicative use case includes 

a photographer or any person capturing a significant event (e.g. the rescue of citizens 

after a big disaster) using his camera/smartphone, who ensures he is the first person 

taking this photo by inserting into the blockchain and receiving the transaction 

hash/timestamp. At the same time, various big media outlets (such as news agencies, 

online newspapers or news sites) who might want to officially use this user-generated 

content can now, through the proposed system, compensate the content provider by 

paying with cryptocurrency. To accomplish this, our deployed contracts communicate 

with each other, verify that the buyer has sufficient funds and perform the payment 

following the billing schema. Media-Tokens (our specifically created cryptocurrency)  
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Fig. 1. Overview of our system: The Media Item Creator sets specific rules and uploads content 

on the blockchain. The Consumer further exploits it, after agreeing to the specified rules and 

the billing schema. The contracts automatically communicate with each other and with external 

resources to register the content, ensure its ownership and execute the necessary payments. 

are transferred from consumer’s account to creator’s account and they both receive the 

transaction hash, as a proof of this deal. In the background, the Billing Manager is run-

ning, communicating with other contracts and external resources to check the views of 

each item and the current timestamp and send Tokens. Our proposed system consists 

of the following components (Fig. 1): 

1. Web Application: The instances of the web application handle the interactions 

among the users and the system providing GUIs (Fig. 2) and interacting with the 

smart contracts deployed on the Ethereum blockchain, employing Web3 Javascript 

API. We have used Truffle development framework [http://truffleframe-

work.com/docs] to build and deploy our contracts to the Ethereum network and 

HTML5/Javascript to develop the different interfaces. Two main interfaces are pro-

vided: i) Content Creator: the creator using the dedicated user interface registers to 

the System. After specifying the details, he uploads the content to the blockchain; ii) 

Content Consumer: the consumer is able to view all the stored media items in the 

blockchain, search among them using specific keywords and retrieve them (includ-

ing the related information provided by the creator). Subsequently using the inter-

face, he could consume the desired content and directly compensate the contributor. 

2. Smart Contracts deployed on Ethereum Blockchain Application Platform: Ethereum 

is a decentralized blockchain platform that runs smart contracts, stored publicly on 

every node of the blockchain and every node is calculating all the smart contracts. 

We have developed three smart contracts and the functionality of communication 

among them as well. They have been implemented in Solidity programming lan-

guage [https://solidity.readthedocs.io/en/develop], a contract-oriented, high-level 

language whose syntax, similar to Javascript. It supports inheritance, libraries, com-

plex-defined types and is designed to target the Ethereum Virtual Machine. 
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Fig. 2. Top-Right: The creator logs in the Application and uploads a new media item to the 

Blockchain after providing the necessary information; Bottom-Right: The Content Consumer 

connects to the system and has access to all the uploaded media items; Left: User Interface of 

the Media-Token 

3 Implementation Details 

We implemented the functionality of communication among contracts, as well as with 

external resources (Fig. 3). For example, when a user wishes to exploit a media item 

through the user interface, which directly communicates with the Media Contract, the 

latter in the background communicates with the Token Contract to verify that this user 

has sufficient funds. Afterwards, the two contracts communicate again to perform the 

payment and exchange the transaction hashes, so the user has a proof of the payment. 

The Billing Manager Contract also communicates with the two other contracts, in order 

to perform the payments according to the chosen billing schema. 

3.1 Media Content Smart Contract – “Blockchain as a database of content” 

Media Content Contract handles the interaction between the content creator and our 

proposed system. The content creator logs in the system using the dedicated GUI pro-

vided by the web-app. He then chooses the new media item (article, photo, audio, video 

or other) to be uploaded to the blockchain and specifies the related information. In this 

direction, we have developed an HTML5 page where the user completes all the param-

eters which are then stored in the smart contract. The parameters stored are: URI of the 

stored media content; price in Tokens and billing schema, related tags, keywords other 

related commends and information. This smart contract supports numerous functions, 

e.g. the upload_media function and when a new item is uploaded an Event called Up-

loading is produced. The arguments of that event are the address of the creator and the 

tags of the uploaded media. All these arguments are stored in the specific transaction 

log, a special data structure in the Ethereum blockchain. After triggering this event, a 
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Fig. 3. Left: Sequence diagram of users’ interaction with the distributed application deployed 

on the Ethereum blockchain and the communication among the three smart contracts. 

series of Javascript callbacks in the Dapp take place and in the end the media content 

creator receives a transaction hash, which corresponds to a specific transaction, block 

and timestamp in the Ethereum blockchain. Recognizing the importance for an appli-

cation exploiting blockchain technology to efficiently support, store and retrieve data 

we utilized and integrated with blockchain different solutions: 

1. Content creators could store the digital content in their own database or alternatively 

use our system’s database, since it is not efficient to store digital content (e.g. video) 

in the blockchain. So, providing their own URI to the blockchain, which is a link to 

where the actual data is stored, they retain exclusive control over their contents or 

they could use our MongoDB as a storage for their data. Media content storage in 

our database is achieved utilizing GridFS tool which is the MongoDB specification 

for storing and retrieving files, such as images, music, videos, that exceed the BSON-

document size limit of 16 MB. This approach has proven to be efficient with high 
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throughput in terms of storing and retrieving media content of any type. Having a 

service, which also administrates the database, allows us to ensure that only users 

who have paid are able to receive the content. However, we could not neglect the 

centralized nature of this modeling having a traditional database.  

2. IPFS: InterPlanetary File System. Aiming to a fully decentralized application we 

integrated blockchain with IPFS, a peer-to-peer version-controlled protocol and 

filesystem, run by multiple nodes, storing files submitted to it [7]. It combines dis-

tributed Hash Tables, Block Exchanges and Merkle Trees. Users upload content to 

IPFS and place its unique hash code (address of the file) to the blockchain.   

3.2 Media-Token Smart Contract 

In the recent years, many digital cryptocurrencies have been introduced, as also pre-

sented on a technical survey on digital cryptocurrencies [8]. For our system and for 

research purposes we developed a digital cryptocurrency named “Media-Token”, in the 

form of a smart contract running on Ethereum public test network. It is fully compliant 

with ERC20 token standard [9], describing the functions and events an Ethereum con-

tract has to implement. ERC20 enhances and ensures the interoperability among differ-

ent smart contracts and distributed applications deployed on Ethereum blockchain plat-

form. In addition, we implemented a dedicated user interface using HTML5 and Javas-

cript libraries (including Web3.js) which allows us to monitor all the transactions of 

our Media Token and all the balances of all the accounts (Fig. 2). 

3.3 Billing Manager Smart Contract 

Our last deployed contract constantly monitors the other smart contracts, handles the 

communication with external sources and is responsible for executing payments ac-

cording to the billing schema, chosen by the content creator while initially uploading 

the media items. The aforementioned smart contracts offer a dynamic billing mecha-

nism with three options: i) a fixed amount of Tokens is instantly transferred to the cre-

ator’s account when the content is consumed; ii) an amount is transferred to the crea-

tor’s account once every day (or week/month) for the specified coming period; iii) a 

dynamic schema where some Tokens are initially transferred and a fixed amount gets 

transferred when some conditions are met (e.g. the creator initially receives 1 Token 

and 1 Token/1000 views). This contract communicates with other contracts deployed 

on the blockchain and with external sources in order to receive valuable real-world 

information for the application such the total views of each item deployed on the block-

chain. We used a solution based on Oraclize [https://github.com/oraclize], enabling a 

function to connect to a URL and retrieve information such as the views of each media 

item (which are exposed in a predefined format). This contract is regularly triggered in 

order to communicate with external sources and to perform the payment at specific 

timestamps and if some conditions are met e.g. every day in the morning. 

https://github.com/oraclize
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Fig. 4. Overview of the overall system architecture based on Hyperledger Projects 

3.4 Deploying Hyperledger Platform and Projects 

Another version of the aforementioned service was implemented based on permis-

sioned blockchains of Hyperledger Projects offering more safety features such as iden-

tity management with Membership Service Providers, faster transactions and less com-

putational expensive consensus algorithms compared to PoW. We should note that by 

granting open access to all users, we would have a public-like blockchain. Our solution 

was based on the following Hyperledger open source platforms: i) Hyperledger Fabric 

offering the permissioned blockchain for the users of our system. Since it has no built-

in cryptocurrency, we defined a digital token as an asset in the Composer’s model file 

(.cto). Additionally, we define the media asset, visible to all granted users who are de-

fined in the Access Control File (.acl); ii) Hyperledger Composer facilitating the smart 

contracts (“chaincode”) development and the definition of the business model. iii) Hy-

perledger Explorer, a powerful tool providing details related to a channel, specific block 

information, peer list, chaincode list and transactions. The Media Content Creator, who 

is a granted blockchain user, creates a new media content asset (defined in the model 

file) by specifying its details, which is then uploaded and saved in the blockchain in an 

encrypted ASCII string format using the Base64 scheme. Afterward, a buyer can check 

all the available media content assets stored in the Fabric blockchain, search among 

them by using specific tags. Finally, the transaction logic, which is defined in the Script 

File of Hyperledger Composer’s runtime, is responsible for checking whether the bal-

ance of the buyer suffices for the corresponding Media Content asset. If so, after the 

buyer’s tokens are transferred to the creator’s balance, the actual content is decoded 

according to the Base64 scheme and is saved on the buyer’s local file system. The 



8 

aforementioned transaction that took place between the two users is recorded in the 

Fabric blockchain and is visible from the Explorer’s GUI.  

4 Running the System 

When the Creator uploads a new media item, a transaction takes place. Every 15 sec-

onds a new block is added to the blockchain with the latest transactions according to 

Ethereum’s mining process based on PoW algorithm which leverages EtHash 

[https://www.ethereum.org/ether]. Every time a transaction is created in Ethereum, the 

Transaction Hash is returned, helping to keep track of a transaction in progress or spec-

ifying the block where this transaction is included in and the related timestamp. The 

latter serves as a proof of ownership, ensuring that this media item belongs to this user 

and was inserted in the blockchain at a specific timestamp. When the consumer logs 

into the dedicated web-interface, he searches for the media item he wishes to exploit 

and sends funds to the creator through a series of functions and contracts communica-

tions. Content transactions will be secured using micropayments, made with Media-

Tokens, in conjunction with the Ethereum ecsign and ecrecover functions. which im-

plement the elliptic curve digital sign algorithm, authenticating the addresses/users in 

the blockchain, refusing access to users who try to impersonate creators or consumers. 

The transfer of Tokens is also visible in Ethereum Wallets, which watch the specific 

contracts and act as a gateway to Dapps on the Ethereum blockchain and allow to hold 

and secure Εthers and other crypto-assets built on Ethereum, as well as write, deploy, 

use and watch smart contracts. Hyperledger implementation on the other side provides 

more potential for queries, since it supports a CouchDB database and allows the defi-

nition of different business models using channels.  

Regarding the data storage, by running the system with MongoDB deployed, we bene-

fited from the high throughput of a document-oriented central DB. However, this cen-

tralization does not coincide with the decentralized nature which Ethereum advocates 

leading to a Single Point of Failure (SPOF) of the whole application. Facing the afore-

mentioned drawback, IPFS being a peer-to-peer (p2p) filesharing system and Block-

chain’s complementary component, settled exceptionally the SPOF problem, furnish-

ing low latency and data distribution. 

Table 1. Comparison of the two different implementations of our System 

 Implementation based on 

Ethereum 

Implementation based on 

Hyperledger 

Performance/Throughput  ~15 TPS  <3500 TPS 

Access Open read/write Permissioned read and/or 

write 

Security Proof of Work Pre-approved participants 

Identities Public Keys as Identities Known/Granted Identities 
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5 Conclusions 

The current work presented in this paper, successfully combined blockchain with web 

technologies and user-generated content. In the future, the authors plan to expand the 

service for different use cases such as for music industry digital content broadcasting 

in open, blockchain enabled markets and media content delivery through WebTV. 
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